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KOHTpOJ’II’Iep mmeeT 3 CBETOAMOAHbIX MHOUKATOpaA:

1. MuTtaHue/nHanKaTOp akTMBHOCTK (Power)
2. KoHTaKTbl pene 1 3amkHyTbl (Chl Relay ON)
3. KoHTaKTbl pene 2 3amKHyTbl (Ch2 Relay ON)

W 04HY KHOMKY ynpasneHus (Control button).

KopoTKoe HaxkaTue Ha KHOMKY, akTUBUPYET perkmum “lNaysa” (onucaHue perxknma “Maysa” npuseneHo B
pasgene Cpasy nocsie NepBoro 3axoAa B MeHo (BKkaagka Information). MUHaukaTop 6yaetr muratb C

MHTEpBa/iom 2 pasa B ceKyHay. [ToBTOpHOE KOPOTKOE HaXKaTue, OTMEHSIET PEXUM Nay3bl (MHAMKATOP
nepectaHeT MUraTb). ECIM HaxKaTb KHOMKY M yAEPKMBaTb €€ B HAa*KaTOM COCTOSIHUM, TO Yepes NPUMEpPHO
OJHY CeKYHAY MHAMKATOP noracHeT. ECAn B 3TOT MOMEHT OTNYCTUTb KHOMKY, TO YCTPONCTBO
nepesarpysutca. Eciv npogonKatb yaepKMBaTb KHOMKY HaxaTol ganee (bonee 7 ceKyHa), TO MHAUKATOP
HaYHeT MUraTb C YacTOTOM 8 pa3 B CEKYHAY, B TEUEHUN 7 CEKYHA. ECnv B TeYUEHUM 3TUX 7 CEKYHA NOBTOPHO
Ha)KaTb M OTNYCTUTb KHOMKY (KOPOTKOE HaxKaTue), To npounsonaet cbpoc K pabpuyHbim HacTpoiKkam. Ecnn B
TeYEeHMU 7 CeKyHA, NOBTOPHOrO HaxKaTus He 6blNo, TO YCTPOCTBO BEPHETCA B PEXKUM HOPMasibHOM paboTsl,
6e3 cbpoca K pabpuyHbIM HacTponMKam.

Bce pacluMpeHHble 3N1EMEHTbI YNpaBAeHUA KOHTPOAIEPOM A0CTyNHbI Yepe3 WEB nHtepoelic (http). Ans
ynpaB/eHWUa KOHTPONEPOM, UCMOb3yeTcAa Java script. [poTecTMpoBaHo co ceayrowmmmn bpaysepamm:

1. Internet Explorer 9.xx 1 Bbiwe
2. FireFox 58.xx u Bbiwe
3. Google Chrome
4, Safari5.1.7
BBeaenue

YCTpOICTBO ABAAETCA YHUBEPCAbHBIM KOHTPOINEPOM TEMNEPATYPbI, BNAXKHOCTM U/UAW AaBAeHNs, C
ABYMSA HE3aBUCUMMbIMM KaHanamu (pene) c obwmm Konnyectsom 46 Nporpamm , U BOSMOMKHOCTbIO
NOAKNOYEHNA A0 3X CEHCOPOB O4HOBPEMEHHO.

Nopaepneaemble TUMNbl CEHCOPOB:

DS18B20 (paTumK TemnepaTypbl)

DS1822 (aaTuMK TemnepaTypsbl)

DS18S20 (gaTumk Temnepatypbl)

DS1820 (gaTumK TemnepaTypbl)

DHT11 (maTunK TemnepaTypbl U BAAXKHOCTK)
DHT21 (aaTumk TemnepaTypbl U BAAXKHOCTH)
AM2301 (aaTymk TemnepaTypbl U BAAXKHOCTH, i2¢)
DHT22 (maTunK TemnepaTypbl U BAAXKHOCTH, i2c)
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AM2302 (aaTymk TemnepaTypbl U BAAXKHOCTH, i2¢)

10. BMP180 (gaTuuk TemnepaTtypbl U AaBneHus, i2c)

11. BMP280 (paTtunk TemnepaTtypbl 1 AaBneHus, i2c)

12. BME280 (aaTtumk Temnepatypbl, BAaXKHOCTU U AaBneHus, i2c)




13. Si7020 (paTymk TemnepaTypbl U BAAXKHOCTH, i2¢)
14. Si7021 (paTymk TemnepaTypbl U BAAXKHOCTH, i2¢)
15. HTU21D (aaTuMK TemnepaTypbl U BAAXKHOCTHU, i2C)
16. HDC1080 (maTynk TemnepaTtypbl U BAAXKHOCTH, i2cC)

MuTtaHue Bcel cucTembl obecrneunsatoT Bxoabl Main power supply, OT KOTOPbIX NOAyYaeT NUTaHUE
MWKponpoLeccop, ynpasaswowmii paboToli cuctembl U pene. Ecnm nutaHue Ha Bxogax Main power supply
(¢asa un 0) ncuesaeT, To BCce YCTPOMCTBO BbiKAlOYaeTcA. Mpy nponagaHnyM oCHOBHOTo NuTaHua (Main power
supply), pene, ecnm nux KOHTaKTbl 6blIM 3aMKHYTbI, PAa30MKHYTbCA.

KoHTponnep moxeTt paboTaTb KaK npu Hanmuum becnposogHon cetn WiFi, Tak U npu ee OTCyTCTBUU.
KoHTponnep nmeet BCTPOEHHYHO TOUKY 40CTYNa, UCMOJIb3ys KOTOPYH, MOMKHO YNpPaBAATb CUCTEMOWM C
ntoboro yctpoiictea, umetowero WiFi agantep, 1 umetoww,ero BO3MOXXHOCTb NpocMaTpmeaTb http ctpaHuupl
(Java script). Mo ymonyaHuio, HazBaHMe TOYKM JOCTyNa NpPW NePBOM CTapTe BbIFIAANT Kak ESP_XXXXXXXX,
rae XXXXXXXX npencraBnsatoT coboi YHUKaNbHbIM MAEHTUDUKALMOHHBIN Koa ycTpoicTBa. JlonofHUTeNbHO,
KOHTPO/IEP UMEET CBOKO CUCTEMY ayTeHTUPUKaLMM NoNb3oBaTe el (aeTanbHee B pasaene MeHio “User’s
accounts”). MNepBoHa4anbHbIM 10TMH ANA NOAKAKOYEHMA K BCTPOEHHOM TOUKe aoctyna adminl23

Mocne coeanHeHUA MOXKHO B Bpay3epe BeecTu http://192.168.6.1 u noruH/naposs admin/admin

BJIeKTpnqecxne XdPAKTEPUCTHUKH

B KOHTpoO/iNepe YCTaHOBAEHbI 2 pee CO CeAyOWUMM SEKTPUYECKUMU XapaKTepUCTUKaMM:

MapameTtp XapaKktepucTuka MaKcumanbHasa Harpyska
CosF=0 (akTuBHaA Harpyska) AC240V/DC24V 10A
CosF=0.4 (MHAYKTMBHasA Harpyska) AC240V 5A
MN3onaums 750V, 50/60Hz
CKOpOCTb NepekntoveHua MaKkcumym 10ms
Pabounii guanasoH TemnepaTyp -25C-+80C

KoHTponnep paboTtaet B AnanasoHe HanpaxeHuin 90 — 240V, 50/60Hz. Nogaya NoBbILLEHHOrO
HanpAXeHUs, NPUBEAET K NOBPEKAEHUIO YCTPOICTBA.

CreneHb 3awWmTbl KOHTpoAnepa — IP20.

MoTpebnsembln yCTPONCTBOM TOK — 0T 25ma g0 450ma, B 3aBUCMMOCTM OT MPOrpaMm ynpaBaeHUs, u
COCTOAHMA KOHTAKTOB pene.

[dvnana3oH pabouunx Temnepatyp oT -20C ao +50C (KoHAeHcaT He gonyckaeTcs !)



http://192.168.6.1/

Ecnv KommyTUpytoLLelt cnocobHOCTH pene HeAoCTaTOYHO AAA YNPaBAEHUSA HarPy3Koi, MOXKHO
BOCMO/1b30BaTbCA KOHTAKTOPOM, YNPaBAAIOLLIME KOHTaKTbl KOTOPOro 6yAeT 3amblKaTb KOHTPOA/EP,

COrNAacHO 3a4aHHOM Nporpamme.
KoHTponnep 4yBcTBUTENEH K NOMEXAM, PACMOJIOKEHME HECKOIbKO KOHTposiepoB Ha DIN pelike pagom,

npuMBeaeT K HecTabubHOM paboTe ycTPOMCTB. B ciydae ecnm psagom ¢ KOHTPOANEPOM YCTaHOBAEH CUI0BOM
KOHTaKTOpP, UMEET CMbIC/1 OTAENUTb KOHTPO/I/1IEP OT KOHTAKTOPa A0MNO/NHUTEIbHON NeperopoaKoun.

BHMMaHue ! MNoaknoyeHmne ceTeBOro NUTaHUA K NtobbIm U3 KOHTAKTOB, NpeaHa3Ha4YeHHbIX ANnA
NoAKNHOYEHNA CEHCOPOB (Ll,aT‘-IVIKOB), npueeaeT K CropaHuto BCeEro YCTpOﬁCTBa.

Bua co CTOPOHbI NOAKNMHOYEHUA CEHCOPOB!

OlO|O||O||O||O

| TepmuHan TepmuHan
|
s A C

. TepmuHan TepmuHan
MuTaHue ycTpoiictea
90-240V, 50-60Hz B D

TepmuHan A: - nutaHumsa (3.3v)
TepmuHan B: SDA (ana i2c ceHcopos), nan ana noaxnoyeHns DHT ceHcopos (1 ceHcop)
TepmuHan C: SCL (gns i2c ceHcopoB), unn gns nogkntodeHus DS18 ceHcopos (1-3 ceHcopa)

TepmuHan D: + nutanusa (3.3v)

Bo3moxKHO oaHoBpemeHHoe nogkatodeHmne DHT u DS18 ceHcopos. B cnyyae ecnm nogKkntodeHbl 2 ceHcopa
DS18 n oanH ceHcop DHT, 6yaeT BO3MOMKHOCTb MCMO/Ib30BaTb NOKA3aHMA 2X AAaTYMKOB TeMnepaTypsl

(DS18) n oaHOro NokasaHus gaTtumka BaaxHoctu (DHT).

Ecnun nogkntoyeHsbl 3 ceHcopa DS18, To nokasaHusa noakntoueHHbix DHT ceHcopoB (Kak Temnepatypsbl, Tak u

BNAXKHOCTM) ByAyT NPOUTHOPMPOBAHDI.

HOAKI'II-O‘-IEHVIE/OTKI'IIO‘-IEHVIE AdTYUKOB MOXHO BbIMNOJ/IHATb TOJIbKO NPU OTKNIOYEHHOM NMUTAHUU

KOHTpoAnepa.

e OpHoBpemeHHOe nogKntoueHue i2c u DHT/DS ceHCOpOB He NpeaycMOTPEHO.

HenpaBunbHoe NoaKAlOYEeHUE CEHCopa, MOXKeT MPUBECTU K TOMY, UTO NeperopuT KOHTpoanep
(Hanpumep nepenyTaHHasA NONAPHOCTb NOAKAIOYEHUA +/- TepMmUHanbl A n D)

o BO3MOXXHO NOAKNIOUEHUE HECKONBKUX PA3/IMUHbIX i2¢ ceHCopoB (pa3Hble agpeca Ha WuHe i2c)




Cpasy nocJie nepBoro 3axoja B MeHI0 (Bk/iagka Information)

MepBblii 3KpaH, KOTOPLIN Bbl yBUAMTE NOCAE BBOAA JIOTMHA U Napod, byaeT BbIrNs4eTb TaK (BKaaKa
Information):

2 mnformation © Senu valem ol W & Events g Ge Logoul Melp «

£ Channel 1 status S
Channel paused Manual mode Current relay state Accept broadcasts Send broadeasts

Current local program Refresh interval
Naone 1

Schedule (DD-Mon Dow HH:MM:SS) Current readings
None Temperature: 24 7 C. Humidey: 411 %

& Channel 2 status ~
Channel paused Manual mode Current relay state Accept broadcasts Send broadeasts

Current focal program Refresh interval
Nane

Schedule (DD-Mon Dow HH:MM:SS) Current readings
Nans Tempedatue: 247 C. Humisty. 452

B pamke cuHero ugeta (Channel 1 status) HaxoaaTca anemeHTbl ynpaBaeHUA NePBbIM KaHaI0M
KOHTpoJinepa. B pamke pososoro ugeta (Channel 2 status) HaxoaaTca anemeHTbl ynpaBaeHUs BTOPbIM
KaHa/lom KoHTpoasepa. KHonka “Channel paused” Ha nprBegeHHOM Bbille CHUMKE 3KpaHa BbIK/HOYEHA

(OFF). Ecnun kHoMKy BKAoUMTL (ON), TO NponsornaeT cneaytollee:

1. Pene o6eunx KaHanoB byayT HEMEANEHHO BbIKAOYEHbI
2. BbinosHeHWe Nporpamm Ha oboumx KaHanax byaeT NpUoCcTaHoOBAEHO

Ecnn oTkNtounTb pexkmum “Maysa” (ON -> OFF), To BbiNOAHEHWE Nporpamm Ha 060ux KaHaiax NPoLOIKUTCA
B 0ObIYHOM pexkume. Ecn TeKyLLan nporpamma, KOTopas akTMBHA HA KaXK40M U3 KaHAoB He
npeaycmaTpuBaeT NOBTOPHOIO BKAOYEHUSA (3aMblKaHUA KOHTAKTOB pese), TO KOHTaKTbl Pese Tak u
OCTAHYTCS B PAa3OMKHYTOM COCTOAHMMU. Pexknm “Maysa” Tak e [OCTYMNeH UCNOb3ya YNPaBAAIOLLYIO KHOMKY
Ha Koprnyce yCTPOMCTBA (KOPOTKOE HaxKaTue).

KHonKa “Manual mode” BkatoYaeT py4yHOM pexnm ynpasBieHMsa KOHTakTaMu pene. [na Kaxkaoro ms
KaHasioB ynpasneHue pasgenbHoe. Mpu nepesose B coctosiHne ON (Ha CHMMKe 3KpaHa Bblle COCToAHUE
KHOMKM OFF), KOHTAKTbI peJie OCTAlOTCA B CBOEM TEKYLLLEM COCTOSIHMM, BbIMOJIHEHME TEKYLLEN NPOrpammbl




Ha KaHa/ne npuocTaHasamBaetcs. Mocne oTkAtoYeHnA pexkuma (ON -> OFF), BbiNoAHEHME NPOorpamMm Ha
KaHa/sie NPoA0/IKUTCA B 0ObIMHOM pexkume. ECu TeKyLLasn akTMBHAA Nporpamma He npeaycmaTtpuBaeT
NOBTOPHOTO BK/IOYEHUA/BbIKAOYEHUA (3aMblKaHWA/Pa3sMbIKaHUA KOHTAKTOB peJie), TO KOHTaKTbl pesie TaK U
OCTaAHYTCA B COCTOAHWUM, KOTOpOe Bbl1o A0 Nepexona B PyYHOM PeXMUM, AN USMEHEHO NOJ/Ib30BATENEM.

KHonka “Current relay state” nokasbiBaeT Tekyliee COCTOSSHUE KOHTAaKTOB pesie, U NO3BOJIAET ero USMEHSTb.

[ns Kaxkgoro ns KaHanoB ynpasaeHue pasgenbHoe. KHOMKY MOXKHO BKAOYMTL (ON, Npy STOM KOHTaKTbI
penie Ha COOTBETCTBYHOLLEM KaHa/le 3aMKHYTbCS) UAN BbIKNOYUTL (OFF — KOHTaKTbI pesie pa3oMKHYTbCA) .
BbinonHeHMe TeKyLei NporpamMmmbl He NPepPbIBAETCA, U eC/IN NOoC/e TOro Kak COCTOAHME KHOMKK bblo
M3MeHEeHO BPYYHYIO aKTMBHas Nporpamma npeaycmaTpuBaeT BKAOYeHMe/BbIKNoYeHUe KOHTaKToB pene, To
KOHTaKTbl pene byayT 3aMKHYTbl/pa3oMKHYTbI, a KHOMKa Ha 3KpaHe U3MeHUT cBoe cocToAaHne. COBMECTHO C
KHonkon “Manual mode”, 310 no3B0o/1AET yNpaBAATb KAHAZIOM KOHTPO/1/1Iepa NOAHOCTbIO B Py4YHOM
pexume.

B cnyyae perkmma “Maysa”, kHonku “Manual mode” n “Current relay state” HegocTynHbI N5 ynpaBaeHus,

M CTaHYT AOCTYMHbIMU TO/IbKO NOC/IE TOTO, KaK pexxum “lMNaysa” byaer oTmeHeH nbo U3 meHto, 1nbo npu
NMOMOLLM KOPOTKOTO OAHOKPATHOMO Ha)KaTuA ynpasaaowein KHOMKM Ha CaMOM YCTpoMcTee.

KHonKa “Accept broadcasts” (Ha cHMMKe 3KpaHa Bbllle BKAoYeHa ON), ynpaBaseT BOSMOMKHOCTbIO

BHELLUHEro YNpaB/ieHUs KOHTaKTaMu pene. [na Kaxaoro U3 KaHasnos ynpasneHue pasgenbHoe. Kaxabii
pas, KOr4a 3amblKatoTcA/pasmblKaloTcA yNpasastoLLmMe BXOAbl, UM KOFAa 3aMblKatoTCsa/pasmblKaloTca
KOHTaKTbI pesie (He3aBMCUMO AN KaXKA0ro U3 KaHaNoB), KOHTPOJIIEP MOXKET reHepMpoBaTb CobbITHA,
KOTOopble 6yayT pasocnaHbl n 06paboTaHbl (MK NPOUTHOPMPOBaAHbI) APYIMMK YCTPOMCTBAMM. [laHHan
KHOMKa NO3BO/IAIET BKAOUYNT/OTK/IOYMNTb BO3MOXHOCTb 06paboTKM COBbITUI OT APYrMUX YCTPOICTB,
noaaeprkusatomx TexHonormo P2P. letanbHoe onncaHue npuseaeHo B pasgene “Channel N:
Commands”.

KHonKa “Send broadcasts” (Ha cHMMKe aKpaHa Bblwwe BKAtodeHa ON), ynpaBasieT BO3MOXKHOCTbHO PacCbiKK

cobbITn (3aMblkaHWe/pasmblKaHME KOHTAKTOB pene) ApYyrum yCTPoMCTBam, NoAAeP>KMBaOLWUM
TexHonoruto P2P. 1na Kaxkaoro n3 KaHanoB ynpassieHue pasgensvHoe. leTanbHoe onncaHne npueeaeHo B
pasgene “Channel N: Announcements”.

“Current local program” (MHpopmaLMOHHOE, HEpPeAAKTMPYEMOE MOoJe, OTAEbHO ANA KaXK40ro U3 KaHanos)

oTobparkaeT MHGOPMaALMIO O TEKYLLEM aKTMBHOM Nporpamme. Ha CHMMKe 3KpaHa Bbllle, akTUBHanA
nporpamma oTCyTCTBYET, B NoJie oTobpaxkaeTca 3HaueHne “None”. [na akTUBHOM NPOrpammbl,
MHbOPMaLUA MOXKET BbIFNALETb TaK:

Current local program

position: 1, duration: 0s, condition; 10.0 <t <500 OR 1 >=40.0 AND h>=20.0

Position — nonoKeHKe Nporpammbl C CMIMCKE NPOrpamm Ha KaHane, cM. pasgen Nporpammbl).

Function — Tekylaa akTMBHasa GyHKUMA. Duration — 4AnTENbHOCTb BbINOAHEHWNA Nporpammbl (0 — “BeYHo”,
[0 OTK/IOUYEHMA MUTAHUA NN A0 USMEHEHNA KOHOUIYpauUmM NPOrpaMmm Ha KaHasne).

Condition — cneuyanbHble NapameTpbl TEKYLLEN NPOrpaMMbl.




“Refresh interval” — nHTepBan BpeMeHM (B CEKYHAAX), Yepe3 KOTOPbIM COCTOAHWE KaHana ByaeT onpoLleHo
NOBTOPHO, U pe3ynbTaT BbiBeAeH Ha 3KpaH. OTAe/IbHO 414 KaXKA0ro U3 KaHanos. [lonyctumble 3HaYeHua 1 —
600 cekyHA,. 3HaYeHMe No ymonyaHuio — 10 cekyHA,. 3To 3HaYEHME MOMKHO MU3MEHWUTb, OHO ByAeT CoXpaHeHo

N NUCNOJZIb30BAHO AaXKe NMocsie OTKNIYEHUA NNTaHUA.

“Schedule (DD-Mon Dow HH:MM:SS)” — pacnucaHue BbINOAHEHUA TeKyLLel nporpammsl, rae DD — aeHb,
Mon — mecsu, Dow — geHb Hegenu, HH — yacbl (24x yacosbii dopmat), MM — MUHYTbI, SS — cEeKyHAbI.
OTaenbHO AnA Kaxaoro us kaHanos. MNMpumep:

Schedule (DD-Mon Dow HH:MM:55)

O K00 O XX

3HaueHus “XX” 1 “Xxx” o3HayatoT “nobble”. B npumepe Bbille, TEKYLLAA aKTMBHAA Nporpamma Ha KaHane
ABNAETCH eANHCTBEHHOM (BbIMOIHAETCA Cpasy Noc/ie noAaym NUTaHma), T.K. BCe NapameTpbl UMetoT
3HaveHuA “nobon”.

“Current readings” — TeKyLuMe NOKa3aHMA CEHCOPOB.
Mpumep:

Current readings

Temperature: 24 4 C, Humidity: 40.6 %

KHonKa “Reload” — no3sonsaeT 06HOBMTL 3KpaH, BHE 3aBUCMMOCTM OT napameTpa “Refresh interval”.

JononHuTenbHo, Kaxayto 13 MHGOPMALIMOHHO-YNPaBAAIOLWMX NaHenel (KaHanbl 1 1 2) MOXKHO CBEPHYTb

1 3aTem pasBepHyTb
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Bkiaaka “System”
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o Raomoto notifications and ovol
System sotungs

MeHnwo “Date and time”

Date and time settings

Date 31-May-2018 Time 0023640 Daylight saving 4 Synchronize time every 10 hours

GMT

(GMT+02:00) Helsinki, Kylv, Riga, Sofia, Tallinn, Vilnius V]

h -
Server Port Priority Timeout Attempts Errors En.
1.ua. pool nip org 123 1 3 1 0 %

123 1 3 0 1] O
123 1 3 0 0 O
123 1 3 0 0
123 1 3 o 0 O

®© sync with:
I Sa A laainale) 7l

Date — naTa, KOTOPYHO MOXHO YCTaHOBUTL BpyYHYto. Popmat: DD-Mon-YYYY. Time TaK ke MOXHO
YCTaHOBUTb BpyYHyto. PopmaT: HH24:MM:SS. Daylight saving — uek60oKc, onpeaensitowmii Hy>KHO 1u
nepexoamuTb Ha fieTHee/3nmHee spems. Synchronize time every — nHtepsan cuHxpoHusaumm c NTP
cepsepom (B Yacax). Mo ymonuyaHuio — Kaxgple 10 yacoB. GMT — yacoBoii nosc (BbI6op U3 cnuncka).
Konnyectso NTP cepBepOB, K KOTOPbIM MOXKET 06paLaTbCA KOHTPOIEP A1 CUHXPOHU3AL MM BpEMEHU — 5.
Kaxablh umeeT cBoii npuopuTeT (0T 1 40 5). Ona Kaxaoro U3 cepBepoB TaK XKe onpeaenserca TalimayT (B
CEKYHZaX, N0 YMOMYaHUIO — 3 CEKYHZbI, MOXXHO U3MEHMUTb), MO UCTEYEHMMU KOTOPOTO, KOHTPOINED
06paTUTLCA K C/ieaytoLLEMY MO CIMCKY NPUOPUTETOB cepBepy. MopaaoK cnefoBaHMA cepBepoB B Tabanue
He Ba)keH. Bce onpegensaeT npuoputeT. Ecam npucytcTeyeT 601ee 04HOMO cepBepa C 0AMHAKOBbIM
npuopuTeToM, TO 0BpaLLeHNa K cepBepam ByaeT NPOUCX0AUTb B MOPAAKE UX cnefoBaHuA B Tabanue. Port
— nopT, 0bpaLleHMA Ha KoTopblit obpabaTbiBaeT NTP cepBep, MMA KOTOPOro YKa3aHO B TOM-}Ke CTPOKe




Tabnumubl (gonyctumble 3HadyeHusa 1 — 65535. Mo ymonyanuto 123). Nons Attempts n Errors —
MHGOpPMaLUMOHHbIe (HepeaaKTMPyeMbIe), U NOKa3bIBAOT KOIMYECTBO 06paLLLEHNI K cepBepam, U
KONIMYeCTBO OWKNBOK AnA Kaxkaoro. Noxkanyincrta obpatute BHUMaHWe Ha 3neMeHT Tabauvupbl “En.” (Enabled).

Ecnv yekBOKC HE OTMEYEH, TO HECMOTPS Ha TO, YTO MMSA cepBepa NPUCYTCTBYET, 0bpalleHuna K IToMy

cepBepy NponcxoauTb He byaeT. B KauecTBe MmeHU, MoXKeT ncnosib3osatbea AMbo FQDN uma, ambo IP

“un o uon

aapec. NoaaeprKMBatoTca TONIbKO aHINMCKNe ByKBbl, Undpbl, U cumBobl “-”, B MMEHM cepBepa.

“Sync with workstation and save” — 3acMHXpoHU3NpOBaTb Bpems ¢ paboyen cTaHUMEN (KoMNblOTEPOM), Ha
KOTOPOM B AaHHbIA MOMEHT BbIBeAeH 3/1eMeHT meHto “Date and Time”.

“Sync with NTP server and save” — coxpaHuTb TEKYLLME U3MEHEHMA, N 3aCUHXPOHU3UPOBATL BPEMA C
cepsepamm u3 cnucka. Ecam cnncok (tabaunua) nycTom, To Bpems 3aCMHXPOHM3MPOBAHO He byaeT. Bpemsa
TaK Xe He byaeT CUHXPOHM3MPOBAHO, EC/IM TKOHTPOINEP B AAHHbI MOMEHT BPEMEHMU He NpUcoegmHeH K
KaKoM-n1nbo Touke AocTyna. B aTom cnyyae moXKHO Bocnosib3oBaTtbea “Sync with workstation and save, nau
BBECTM NapameTpbl BPYYHYHO.

“Save” — COXpaHUTb TEKYLLME N3MEHEHMUSA, HO HE CUHXPOHM3MPoBaTLeA ¢ NTP cepsepom.
“Cancel” — 3aKpbITb MeH10.

Harkatue nto60i n3 KHONOK NPUBEAET K 3aKPbITUIO MEHIO.




MeH1wo “User’s accounts”

User's accounts

Disable user's credentials check 4 Session timeout 0 minutes
m.
Login Password Last login Logins (total) Group En,
aomin admin Never 0 Administrator V| ~
regularuser 111222333 Never 0 Regular user _V_ v
viewer view123 Never 0 viewer X | VI
admin2 xxyyzzz Never 0 Regular user \{ V]
admin3 2ZXXyyy Never 0 Regular user |V| =
Never 0 Regular user |v| L
Never 0 Reguiar user [v| | -
Never 0 Regular user || J
Never 0 Regular user |V| .
Nevey 0 Regular user |V .

“Disable user’s credentials check” — He npoBepATb No/Nb30BaTENbCKME IOTMH U NAPO/b (3HAaYeHWe No
ymonyaHuto). [lna BxoAa AOCTaTOMHO BBECTU 11060 MMA N0Ab30BaATENSA, A/IMHON HE MeHee 3X CUMBOIOB.
Maponb MOXKHO He BBOAMUTb. “Session timeout” — MHTepBan BpemMeHU (B MUHYTaX), MO UCTEYEHUIO KOTOPOTO,
B C/ly4ae OTCYTCTBMSA aKTUBHOCTM NO/b30BaTeNs, OyaeT aBTOMATUYECKM BbiNoiHeH logoue. Mo ymonyaHuio
0, T.e. aBTomaTn4yecku logout BbINONHEH He byaeT. JonycTumble 3HaYeHus 0, 5 — 60 MUHYT.

MakcmanbHas AAnHA I0TMHA Noab3oBaTens — 16 cuMBo10B. [LonyCcTUMblE CUMBOJIbI — AHTIMACKME BYKBbI,

umdpsbl, cumsonbl “.”, “_", “”. MUHUManbHas gnvMHa napons — 4 cumeona. MakcMmanbHaa gJMHa naponsa —
N . N - N " ’ ’ Nl ’

12 cumBonoB. JonycTumble CUMBOJIbI — aHIIMMCKME BYKBbI, LMPPBbI, BCE NeYaTHble CUMBOJIbI, KpOMe

npobena. “Last login” n “Logins (total)” — nata nocneaHero nornHa nonb3oBaTens, U 0blee KOANYeCTBo

JIOTMHOB C MOMEHTa 3aBeZeHusa (MHPOpMaLMOHHbIE, HepeaaKTupyemble nons). B cnyyae ecnv B Tabavue

NPUCYTCTBYIOT HECKO/IbKO OAMHAKOBbIX JIOFMHOB, ByAEeT COXPaHEH TOMIbKO NEpPBbIi.

“Group” — rpynna, K KOTOPOM NPUHAZNENKNT NONb30BaATE b.




JdonycTumble 3HayeHuUA (BbIBOP U3 criMcKa):

Regular user
Viewer
Administrator
Robot

P whPR

OT/IMYMA 3aKNH04AIOTCA B BO3MOXHOCTU MPOCMOTPa/CoXpaHeHMA pasinyHbIX napameTpos. s rpynnbi
Administrator 4ocTynHbl Bce anemeHTbl MeHto. [aa rpynnbl Regular user He4OCTYNHbI NYHKTbI
NpPoCcMOTpP/coXpaHeHNe CNMCKa Nob30BaTelei, COXpaHeHe NapameTPOoB TOYKM A0CTYNa, COXPaHeHue
napameTtpos firewall, coxpaHeHne KoHUrypauum P2P, coxpaHeHne cucTeMHbIX NapameTpos. s rpynnbl
Viewer HegOCTyMHbI HU OAWMH U3 MYHKTOB A5 COXPAHEHUA, TaK e HeZOCTyNHbl ANs NPOCMOTpPA
COXpaHeHWe KOHOUIypaLMm NPOrpamMm, CUHXPOHU3aLMA AaTbl U BPEMEHW, NPOCMOTP KOHOUIYpaL MM TOUEK
AOCTYMNa M IOKa/IbHOM TOYKM JOCTyNa, NPOCMOTP NapaMeTpPOoB NoJib30BaTeNen, NPOCMOTP KOHPUrypaLmm
cobbiTnin, napameTpos firewall, napametpos P2P, coxpaHeHne cuctemHol nHdopmaumu. NMonb3oBaTtenum
rpynnbl Viewer TaK ke He MMetoT BOSMOXHOCTU yNpaBasaTb 3nemeHTamu naHenun “Information”, Hanpumep
“Manual mode”, “Pause”, ...

Onsa rpynnbl Robot egMHCTBEHHBIV BapnaHT — 3aNpoc MHPOPMaLMKM O TEKYLLMX NMapaMeTpPoB CEHCOPOB
(metanbHee B MNpunoxkeHune 1 (3anpoc napameTpos).

MNorkanyrcra obpatuTe BHUMaHMeE Ha 3nemeHT Tabavubl “En.” (Enabled). Ecnm yekboKkc He oTmeyeH, To

HECMOTPSA Ha TO, YTO BCE NapameTpbl N0/1b30BaTEA 3aBeAEHbI KOPPEKTHO, N01b30BATE/lb HE CMOXKET 3aUTH
B CUCTEMY.

O6Aa3aTeNbHbIM ABNAETCA YC0BUE HANUUMA XOTA-6bl 0AHOrO NONb30BaTENA, BXOAALLEro B rpynny
“Administrators”. Ecin Takon nosib3oBaTe/ib OTCYTCTBYET UM Tabnua nosb3oBaTtesnen nycras,
aBToOmaTmyecku byaet yctaHosneH ¢nar “Disable user’s credentials check”.

JlorvH 1 naposb — case sensitive (perucTp nMmeeT 3HayeHue).




Menro “Firewall”

Firewall

Enable firewall [ ]|

N IP Range start IP Range end Allow Deny Packets counter En.
1 192.168.1.4 192.168.1.4 O ) 0 v
2 192.168.1.1 19.168.1.255 0 0 v
3 0.0.0.0 0.000 ® D 0 O]
4 0.0.0.0 0.0.0.0 0 ) 0 [l
5 0.0.0.0 0000 @ @) 0 B
6 0.000 0.000 . ) 0 L]
7 0.0.00 0000 ® 9 0 L]
8 0.0.0.0 0.00.0 ® 0 =
9 0.000 0000 ® 0 A
10 0.00.0 0.00.0 O 0 C]

“Enable firewall” — Bkntounts firewall (no ymonuaHuio BbikntoueH). “IP Range start” — Hayano gnanasoHa
aapecos. “IP Range end ” - oKOHYaHMe Anana3oHa afpecos, AOCTYN K KOTOPbIM HY}KHO
3anpeTtuTb/paspelwnts. “Allow” — paspewnts goctyn, “Deny” — 3anpeTtutb goctyn. “Packets counter” —
CYETUYMK NAKeTOB, KoTopble 6blinM 06paboTaHbl cornacHo Npasnay (MHPOpMaLMOHHOE, HEPeAAKTUPYEMOE
none).

MNorkanyricta obpaTuTe BHUMaHMeE Ha 3aemeHT Tabavubl “En.” (Enabled). Ecnm yekboKkc He oTmeyeH, To

HEeCMOTPSA Ha TO, YTO BCE NapaMeTpbl 3aBeAeHbl KOPPEKTHO, NPaBuaO PaboTaTb He byaeT.

Firewall 6ynet paboTaTb TO/IbKO B TOM C/ly4ae, eC/IM KOHTPO/IEP NMOAK/IIOUEH B PEXUME KIMEHTA K TOUKe
AocTyna. HenpumeHMMo A1a BCTPOEHHOM TOYKM J0CTyna.

Ecnv 6yayT yKkasaHbl Tekywmid IP agpec (Mav gManasoH aapecos), B KOTopble BOMAYT AMbo Terywmii IP
afipec, C KOTOPOro BbINOIHAETCA KOHOUTYpPUPOBaHMe cuctemsl, Inbo default gateway (npw noakatoueHnn B




KauyecTBe K/nneHTa K Touke goctyna WiFi), npaBuno byaet coxpaHeHo, Ho 6e3 dnara “En.” (Enabled,
paspelleHo).

Macka cetn He ncnonbsyetca. Tonbko IP agpeca, Hanpumep ananasoH 0.0.0.0 — 255.255.255.255

Mpv NnpoBepKe NPaBw, BaxKeH NOPAAOK UX cnefoBaHusa. Kak u npu KoHourypmuposaHum gpyrux firewall,
MOXKHO BHayvasjie onpeaenTb BCe NPaBmAa, COrMacHO KOTOPbIM AOCTYN paspeLleH, a NoTOM O4HO NPaBuAo,
3anpeluatollee LOCTyn BCEM TEM, KTO He MonagaeT nog npasuaa “paspeweH”.

Morkanyicta obpaTuTe BHUMaHME Ha SN1EMEHT MeHI0 “KOHbUrypaumua cobbiTnit”, B KOTOPOM NOMUMO
APpYrux napameTpos, 3agaetca multicast agpec, Npyv NOMOLLY KOTOPOTO MOKET NPOUCXOAMUTD

B3aumoeicTeue mexkay ycrporicteamu (pasaen MeHio “Remote notifications and events”).

MeH1o0 “System settings”

System settings

Syslog server Port 514 Enable [

WEB server port 50

Temperature units @ Ceisium Fahrenhelt Pressure units @® mmHg Hectopascales

“Syslog server”: KOHTponep MMeeT pacllMPEHHYIO CUCTEMY NOTMPOBaHUA MHopPMaLMK (cM. pasaen
Bknagka “Events log”) v Bce cooblieHMA, KOTopble NONaAaloT BO BHYTPEHHMIA 10T CUCTEMbI, MOTYT TaK e

nepeaasatbcA Ha syslog cepsep. Syslog server moKeT 6bITb 3a4aH Kak B Buge FQDN, Tak u B Buge IP
agpeca. “Port” — nopt syslog server (no ymonyanuio 514, nonyctumble 3HavyeHus 1 - 65535). Moxkanyiicra
He 3abbiBaliTe Npo “Enable”. Ecain yeK6OKC He oTmeYeH, coobLeHunsa He ByayT nepenaBaTbcA Ha cepBep.
“Web server port” — nopt, Ha KoTopom byaeT pabotath WEB (http) cepsep, obpabaTbiBan 3anpocsl
nosib3osaTesieit. I3ameHeHMe NapamMeTpoB BCTYNAET B CUTy HEMeZ/IeHHO NOC/e COXPaHEeHUs, MepesarpysKka
He TpebyeTcs. MNoxanyiicta He 3abbiBaliTe HOBbIN NopT WEB cepBepa, ecnv oH 6b11 M3meHeH. Ecin Bce-Taku
3abb11, TO MOXHO BOCMOb30BaThcA yTuAMTON nmap (https://nmap.org). ICMP 3anpocbl (B YacTHOCTU ping)

KOHTPO/INEPOM HE NOAAEPKMBAKOTCA.
“Temperature units”: egeHuuUbl M3MepeHUa TemnepaTypbl (rpaaycel Llencus nnum dapexreita)
“Pressure units”: egeHnUbl U3MePEHNA AaBAEHUSA (MUNAUMETPbI PTYTHOrO CTo/16a MK reKTonackanu)

B cnyyae nameHeHusa egeHnL, 0TOBpaXkeHUs, BCe yXKe UMEIoLMecs NporpaMmmbl 6yayT aBTOMaTUYECKU
nepecuynTaHbl gNa BblIOPaHHbIX e4eHUL, U3MEPEHUA, HUKAKUX AO0MONHUTENIbHbIX KOPPEKTUPOBOK He
notpebyetcs.



https://nmap.org/

Bxiaaka “WiFi”

|  Inrarmabion O Times Syslem - o WiFL S Events icg G> Logout
Z WiFi networks v
& WiFi Access Point configuration v

MepBbit anemeHT meHto “WiFi Networks” oTBeuaeT 3a KOHOUIYpaLMIO KOHTPOINEPA B PEXKUME KNMEHTA
(nogKNtOYEHHOTO K TOUKE JOCTYNa). BTOpoi 31eMeHT MeHIO — 3TO KOHOUTYpauus BCTPOEHHOM TOUKM
poctyna (Access point).

MeHw “WiFi Networks

& intormaton © Tuners System « A WIF S tvenss log G Logow

& WiFi networks

Connection timeout I seconds

‘

Ssio Password Swgnal Type En. DHCP » Netmash Gateway ONS
NO results found
EES
& WiFi Access Point configuration v




[Ons Toro 4to6bI YBUAETH CMIUCOK AOCTYMHbIX CETEN M BbINOAHUTDL (B CyYae HEOBXOAMMOCTU) HAaCTPOIKN,
HeobxoaMmo HaxkaTb KHOMKY “Rescan”. MosBuTca cnegytoulee KOHGUIypauMoOHHOE MEHIO:

S inf " O et Systeme o WFI @@ Eventilg G

@& WiFi networks ~

Connection timeout | 20 seconas

sSio Password Swgnat Type En, DHCP P Netmask Gateway DNS

festi HITTERGE 4 WPA2 poge 2000 0300 0000

e 4 VA2 00 2000 0808 0080

Shyned - WPA : 0eoo Q000 0ane 0020

Mavenda 0 AUTO nege onag 0903 CEET]

AUTO . 0009 2000 onue 0000

“Connection timeout” — onpezenseT, CKO/IbKO BpeMeHU MOXKeT ObITb 3aTpaveHo Ha NpPUcoeaMHEHUE K
OZHOM TOYKe JocTyna (B cekyHAax). onyctumble 3HadeHMa oT 1 o 60 cekyHa,. 3HauyeHne No ymoa4aHuIo
20 ceKyHa. B cnyyae ecnm KOHTPOIEP HE CMOXKET NOAKNIOYMTBCA K TOYKE A0CTYNA 3@ YKA3aHHbIN
WMHTepBas, To OyAeT BbINOJIHEHA NOMbITKA MOBTOPHOMO NOAK/IOYEHMUSA K TOM Ke TOUKE, C/IM aKTUBHA TOJIbKO
ofiHa, NMbo K nocneayowmm. “SSID” — nma Toukn agoctyna (pegaktupyemoe none). JonycTMmbie CUMBObI
— aHIrAnCcKKe ByKBbl, UndpbI, cumsonbl “.”, “)”, “(7, “-”, “+”, “,”. MakcumanbHas anuHa — 31 cumon.
“Password” — naposib g5 NOAKAOYEHUSA K TOUKe AocTyna. [JlonycTMmble CUMBOJIbI - aHFIMACKUE BYKBbI,
umdpbl, BCe NeYaTHble CMMBOJIbI Kpome npobena. MakcumanbHaa ganHa 32 cumeona.”Signal” — yposeHb
CUrHana ToukM goctyna. “Type” — Tun NoAKAYEeHUA A8 TOYKM A0CTYNa (MHOPMALMOHHOE,
HepeaakTMpyemoe none). “En.” — Enabled, 1.e. 3anuck akTnBHa. “DHCP” — ucnonb3osatb DHCP npu
NOAKAOYEHMM, T.€. TOYKA AOCTYNa K KOTOPOIM NOAKAYAETCA KOHTPO/IEP, CAMOCTOATENBHO Bblgenset “IP”
agpec, macky nogcetu (“Netmask”), wnios (“Gateway”) n “DNS” cepsepa. Ecnm ecTb Heob6xoaMMOCTb
NOAKIIOYUTBCA K TOYKE JOCTYNa C 3apaHee onpeaesieHHbIM (CTaTUYEeCKMM) afpecom, MOXKHO CHATb OTMETKY
c yekbokca “DHCP”, 1 nponucaTb Bpy4Hyto BCe Heobxoanmble napameTpbl NnoakatoueHns. KoHtponnep
nmeert 20 AYeeK ANA COXPaHEHMA KOHOUIYPALMM NOAKAOMEHMA K TOYKaM AoCTyna. Ecan Hanpumep Touka
[0CTyNa K KOTOPOW HeOBXOAMMO NOAKIOUYMTLCA HEe HalgeHa B TabauLe, ee MOXKHO NPONMCcaTh BPYUHYLO, B
No6oW U3 AOCTYNHbIX ANA peaakTMPoBaHMA adveekK (SSID). Nocsie BbINOAHEHWA PegaKTUPOBAHUA
HeobXoAMMbIX MOJIel, MOMKHO HaXKaTb KHOMKY “Save”, npu 3ToM HOBasA KOHoUrypauua byaeT coxpaHeHa B
NamsaTV KOHTPOJIJIepaa, HO NepenoaK/Ito4eHNE BbINOJIHEHO He byaeT.

Mpwu HaxkaTumM KHoMKKM “Reconnect”, OyaeT BbINOJIHEHO COXPAaHEHNE KOHPUTYPALMM U KOHTPOIEP HAaYHET
NOMbITKM NPUCOEANHUTLCS K TOYKAM [0CTYyNa, COFNacHO COXPaHEHHOM KoHdUrypauuu.




B cnyyae ecnm TouKa A0CTyna nepectaHeT 6biTh AOCTYNHOW, KOHTpoAep ByAeT NbiTaTbCA NPUCOEAMHUTLCA
B aBTOMaTMYECKOM perKrMme, He Tpebya BMeLlaTenbCTsa U3BHe.

Men1o “WiFi Access Point configuration”

MOMMMO BO3MOXKHOCTU NOAKNOYEHUSA K APYTMM TOYKaM 4OCTYNa, KOHTPOJIEp UMEET CBOIO
(HeoTKkNOYaEMYI0) TOUKY AOCTYNa, KOTOPasA CTAHOBUTCS AOCTYMHOM cpasy nocae nogayun nutaHua (c
3a4epKKoi 2-3 cekyHAabl). MepBoHayanbHoe ums - ESP_XXXXXXXX, roe XXXXXXXX npeactaBnatoT coboi
YHUKabHbIN MAEHTUPUKALUMOHHDBIN KO, YCTPOMCTBA.

= Informati O Timers Sysiem - o WIR & Events jog - Jol

& WiFi Access Poml configuration »
Access Point hostname ESP E2104U2¢

Password samin 23

IP Address 192 1626 1

Netmask

Signal level (0-85)

WiFi channel (1-13)

Moae s02.11n v

Hige SSID

“Access Point hostname” — HazBaHWe KoHTpoanepa (SSID). JonycTMmble CUMBOJIbI — aHFIMACKUE BYKBbI,
unopbl, cumoabl “.”, “)”, “(7, “", “+7, “”. MaKcumanbHaa anvMHa — 31 cumBo. 3TO MMA, KOTOPOE NoABUTCA
B CMUCKEe AOCTYMHbIX CETEN ANA NOAKNOUYEHUA C APYrux ycTpoiicTts, umetowmx WiFi agantep. “Password” —
napoJ/ib ANA NOAKNOYEHUSA K TOUKe AocTyna. [JlonycTumble CUMBObI - aHTNIACKUE BYKBbI, LMdpbI, BCe
nevyaTHble CUMBO/bI KpoMe npobenia. MakcumanbHas anvHa 32 cumsona. “IP Address” 3To agpec, KoTopblit
6yaeT AOCTYNeH noc/e NoAKAUYEHNA K ToUKe AocTyna, Hanpumep http://192.168.6.1 ana nocneAayowero
ynpasneHua/KoHOUrypmMpoBaHNA KOHTPOepa. 3HayeHme nNo ymondaHuio “192.168.6.1”. “Netmask” —
MacKa NnoAceTu, U3 KOTOPOM NoAKAYaEMOMY YCTpoicTBY ByaeT BbiaaH IP agpec. 3HaueHne No yMmon4aHuio
“255.255.255.0” (nnwn /24). “Signal level (0-85)” — ypoBeHb curHana Aaa To4ku aoctyna. 0 — MMHUMaNbHoOe
3Ha4yeHue, 85 — MaKkcMmanbHoe. 3HayeHMe No yMoiYaHMIo — 75. 3TOT NnapameTp onpeaensieT MOLHOCTb
nsnyyeHma WiFi nepesaTunmKka KOHTPOI/1Iepa KakK ANs perrnma Kanenta ana WiFi Touku goctyna, Tak 1 ana
BCTPOEHHOM TOYKKN AocTyna (BKAtoYas P2P B3aumoaeincTeme ycTpoiicTs). 3HaYeHMA COOTBETCTBYIOT YPOBHAM
0.25 —21.25dBm. “WiFi channel (1-13)” — WiFi KaHan, ucnosab3ysa KOTOpbI 6yAyT BbINOJHATHCA
nogkntoyveHua. flonyctumele 3HavyeHnA 1 — 13, 3HayeHme no ymonyaHuio 1.

“Mode”:
Mode
802.11g
Hide SSID 1502110

Tun WiFi nogkntoyeHua (BbI6op U3 cnucka). 3HadeHune no ymondaHuto — 802.11n. “Hide SSID” — oTKAOUYUTb
BO3MOMHOCTb 0TObparkeHns nmenu (“Access Point hostname”) gns Bcex yctpoicts WiFi, KoTopble



http://192.168.6.1/

NOAKAIOYAIOTCA K BCTPOEHHOM TOUKe A0CTyNa KOHTpoaaepa. A NoAKAOYEeHUA, UMA TOYKM J0CTyNa
npuaeTca BBOAMTb BPYy4YHYH0. MoxKanyiicTta, 3anmMwnTe MMa yCTPOICTBA, Nepes TEM KaK Bbl YCTaHOBUTE
npu3HaK “ckpbITb”.

HaaTune KHOMKK “Save” BbI30BET cOXpaHeHUe KoHdUrypaunm (6e3 nsmeHeHMsa TEKYLLMX NapamMeTpoB).
Harkatue KHonKm “Restart” BbI30BET COXpPaHEHWE, U HEMEANEHHOE NPUMEHEHME NAapamMeTPOB.
Mepesarpyska yCcTponcTBa BbINOAHATLCA He ByaeT. MNocie npuMeHeHMA HOBbIX MAapPamMeTPOB, KANEHTbI
npucoeaMHeHHbIe K TOYKe A0CTYNa CO CTapbiM MMEHEM YCTPOICTBA (€C/iM OHO MeHANOCH), byayT paboTtaTb
CO CTapbIM MMEHEM ellle HECKO/IbKO CEKYHA,. ITa CEKUMA KOHOUTYPALIMM KOHTPOIepa ABAAETCA OAHOWN U3
CaMbIX BaXKHbIX, M €C/IN NPU KOHPUIYPUPOBaHMM Oblia AonyLieHa oWwKbKa, TO BEposaTHEE BCEro, NpUAeTea
BbINOIHATL c6pocC K GabpnyHbIM HacCTPOMKAM.

BcTpoeHHas Touka gocTtyna pabotaet B pexkume WPA2-PSK.

Bxiaaka “Events log”

Events iog

Log to gisplay Curvent Iog v Number of entnes to dispéay | 100 out of 396

Timestamp Severity Messdge
20248-11-02 1947 17 INFO Channe! 2 contacts changed 10 10 ON
20241102 1947176 INFO Channel 2 contacts changed 10 1o ON

INFO Channel 2 contacts chanped 10 1o OFF

INFO Channel 2 s changed 10 1o ON

202411021947 13 INFO Channel 2 contacts changad 1o 1o ON

2024-11.02 194713 INFO Channel 2 contacts changed 10 10 ON
2024-1102 194713 INFO 2| 2 condacis changed 1o 1o ON
2024-11-02 1947 13 INFO Channel 2 contacts changed 10 1o ON

02411 194713 INF Channel 2 contacts changed 10 10 OFF
2024.11.02 194713 INFO Channel 2 contacts changed 1oto ON
2024-11-02 1947 92 INFO Channel 2 contacts changed 1o 1o ON
20280102 1947 12 INFO Channel 2 contacts changed 10 1o ON
20241102 194712 INFO Channel 2 contacts changed 10 10 ON
20248-11-02 194712 INFO Channel 2 contacts changed 1o 1o ON
2024-11-02 194711 INFO Channel 2 contacts changed 10 1o ON
024110219471 INFO Channel 2 contacts changed 1o 10 ON

n INFO Channel 2 contacts changed 1o 1o OFF

KoHTponnep MMeeT BCTPOEHHYIO CUCTEMY KYPHANUPOBaHWA, KOTOPas NO3BOIAET COXPaHATb Ao 5000
nocneaHux cobbitnin. “Timestamp” — Bpema cobbITA, COrNAcCHO BHYTPEHHMM Yacam KOHTpos/iepa.
“Severity” — Tn cobbiTuA:

1. WHdopmaumoHHoe (INFO)
2. MNpeaynpexaeHue (WARNING)
3. OwwubKa (ERROR)




“Logs to display” — Bbibop KypHana ana npocmoTpa:

Log to display Jo 0 nh s Number of entries Lo display |100 out of 824
Archive
Archive2
Archived

Archived

Timestamp verity Message

“Current log” - Tekywmi (onepaTUBHbIN KypHan)
“Archivel — Archive5” — uctopus (Archive5 — cambiit cTapblit).

“Number of entries to display” — konnuectso 3anucei, Kotopble byayT oTobpaxkeHsbl. Mo ymoadyaHuio 100,
MOKHO U3MEHUTb.

YTeHue KypHana U3 BHYTPEHHEW NaMATU KOHTPOIepa MOXKET 3aHATb 0 20 CeKyHA, B 3aBUCMMOCTM OT
KO/IMYeCTBa BblIOpaHHbIX 418 0TObpakeHUs CTPOK. B MeHIo Bbibopa KypHanos 6yayT oTobpakeHbl TONbKO
Te UCTOPUYECKME KYPHabl COOLITMI, KOTOPbIE YCNEAN HAKOMUTLCA A0 TEKYLLETO MOMEHTA.

Bkiagka “Logout”

Mocne Toro Kak onepauuy no MOHUTOPUHIY/U3MEHEHWIO KOHOUTYPALIMM CUCTEMbI 3aBEPLUEHDI,
PEKOMEHAYETCA BbINOIHUTL BbIXOA, U3 CUCTEMDI.

Bkiagka “Sensors”

& Sensors configuration »:

W Remole notifications and avents v
22 Peer to peer configuration v
P Hisloey v

Kaaoe 13 31eMeHTOB MEHI0 MOYKHO HE3aBUCUMO Pa3BEPHYTb MK CBEPHYTb, HaXKaB Ha CTPenKy
BHM3/BBepX (cnpaBsa, Ha KaxKaol u3 4x naHenen).




MeH1o “Sensors configuration”

3TOT 3/1IeMEHT MEHI0 (AN1A KaXKA0ro U3 KaHanoB) onpeaenseT KOHGUrypaLmio Nporpamm.

= Informanon © sensons System d WF B Eventsiog G Logout HelD -

N Month Day DOw Hours Manutes Seconds  Duration Conamons Relay En
1 Anyv Aoy v| by V) ary| v L—._y_} Ay (v o8 100 <1< 50.0 OR 2 »= 40.0 AND b >+ 200 T vl v
2 2y vl Any v any (v} Ay v asy v Any (v [N 2 v
’ oy v 20y v) any | vl any[v] "",Y} any v 0 ot ceategired v
4 o L MR LT S M 2 B v O
s anr vl v Py Aoy W ay 1 Aoy v o vl
) any V| anyiv) trvy [N amy v v Any iv] 08 v/

Y any V| Aoy v any [V v v tovp vl Ay iv] |t Kot contigered v
3 e bhd Any(v] Aoy |V} i d A Ay (V] Any [ Os ot configued 2w
8 Any i Any || Ay | v Ary| V) Ay () Amy (W] os 2iv}
10 Ay W) 2y | v| Aoy | W) Ay | V) Ay (V] Any iV [ Not contigared 2;v|
1" Ay v 2ay (W) Ay !} Ay v Ay v Any IV} 04 Nt cotrligered v~
12 Aoy v Ay v Ay | W Any| ) aey vl o 0s v ]
1 Aoy iv| foy v Ay |V Ay v Aoy vl Ay (V] 04 v/ ]
" toyiv| sy V| hny (W Ary | W by vl by v [ v
1" Ay 'V o v kg |V} oy N ke |\ Ay iV O |
1% any V| Aoy v ) Any |V Ao |V Ay |} Ay iV Os Mol contigered ziv|
17 Ay i) Aoy V] Any |w! Ayl Ay 1w Any v s v

Bcero, moxkeT 6bITb onpeaeneHo o 46 nporpamm.

“N” — Homep nNporpammbl B cnncke nporpamm (1-46, nHdopmaLmMoHHOe, HepedaKTUpyemMmoe nose)
“Month” — mecay, (BbIbop M3 crucka)

“Day” — aeHb (BbIbOp M3 crmcka)

“DOW” — geHb Hegenu (BbI6Op U3 cnucka)

“Hours” — vyacbl (24x yacoBoit popmaT, BbIBOP M3 CnUCKa)

“Minutes” — MMHyTbI (BbIBOP M3 CMCKa)

“Seconds” — cekyHAb! (BbIGOP U3 cNMCKa)




“Duration” — NnpogoNKUTENbHOCTb BbINOJIHEHUA NPOTrPaMMbl

“Conditions” — ycnoBusa, cOrnacHo KOTopbiM ByayT BbIMONHATLCA BKAKOYEHUA/BbIKAOYEHUA pene.
“Relay” — Homep pene, KoTopoe A0MKHO BbITb BKAOYEHO/BbIKAKOUYEHO, NPW COBNAAEHMM YCNAOBUIA
“En.” — paspeweHo (enabled) — Tekywaa nporpamma paspeLleHa gns UCNoAHEeHUS.

Mpw HaxkaTuum Ha "Conditions", nosaBUTCA MeHto onpeaeneHna NnapameTpos.

Parameters (units: Celsius, mmHg)

Limit 1 Cond. Parameter Cond. Limit 2 Change Time Min time Next En.

10.0 < IV Temp |V < V| 50.0 0.0 Os Os OR |V v
e Temp [v| >=[v] 400 0 Os 0s ANDV] &
v Humidity |\ >={V 200 00 Os Os b vl

"Limit 1” — onpegenser HUKHIOK rpaHULy NPoBepPKN. Ecin NpoBepaATb MapameTp He HY»KHO, TO none

[AONKHO OCTaBaTbCA NYCTbIM.
“Cond.” — ycnoBuma NpoBepKu NO HUKHEN rpaHuLe.

“Parameter” — napameTp, KoTopbin ByaeT npoBepATbCA. B meHto ByayT A0CTYNHbI 41a BbIOOPA TONBKO Te
napameTpbl, KOTOpble MPUCYTCTBYIOT A/1A AaHOro Habopa NOoAK/MOYEHHbIX CEHCOPOB.

Mpumep:

“Cond.” — ycnoBuma NnpoBepKmM No BEPXHEN rpaHuLe

"Limit 2” — onpegenseT BEPXHIO rpaHMLy NPoBeEPKKU. ECan NpoBepATb NapameTp He HYXKHO, TO nose

[AONKHO OCTaBaTbCA NYCTbIM.
“Change” — onpeaenaeT 4ONYyCTUMble OTKNOHEHUA MEHSIOLLEroca napameTpa

“Time” — onpegenseTt Bpems, B Te4EHMM KOTOPOTO NpousoLlesllee nsmeHeHue BblIbpaHHOro napameTpa
OyAeT Haxo4MTbCA B YKa3aHHbIX B YCIOBUAX Npeaenax (aManasoH 3HavyeHui ot 1 cekyHabl 4o 400 gHen).
dopmart nosa “00s00mO0h000d”.

“Min time” — MMHMUMaNbHOE BPEMSA, B TEYEHMM KOTOPOTO pene byaeT 0CTaBaTbCA BK/AOYEHHbIM NOC/E TOrO,
KaK BblOpaHHbIe YC/10BUA MPOBEPKM BbI30BYT CpabaTbiBaHWE pese, faXKe ecu NOTOM NapameTp BblA4eT 3a
AonycTUMble npeaensl. Hanpumep — Npu BKAOYEHUM MOLLLHOM Harpy3KK, Tako Kak oborpesaTtesibHbli




KOTE/, HeXKenaTeNbHO BbINOMHATL BbIK/AOYeHNe/BKAOUYEHUE Kaxable 5 cekyHA (AManasoH 3HaYeHnin ot 1
cekyHabl Ao 400 aHelt). dopmat nons “00s00mO0h000d”.

“Next” — ycnoBue npoBepKu cneayoLero napameTpa. 3HayeHus BblIbUparoTcs M3 CrncKa.

OR - “nnn”. Ecnm npounsowsio coBnageHme Xxotabbl No og4HOMY U3 YCI0BUI NpoBepKu (cTpoku 1-3), To pene
cpaboTaer.

AND — “n”. Pene cpaboTaeT ToNbKO B C/yyae eciv 0ba ycoBUA KOTopble NPOBEPAOTCA coBnann. Ycnosue
“AND” OTHOCUTCS K TEKYLLEMY 1 MOCNeayoWeMy YC/IOBUIO.

“En” — TeKylLee yc/ioBME aKTUBHO.

MopAaaok cieaoBaHWA YC/I0BUIA B TabauLe He MMeeT 3HadyeHua. MapameTtp “En.” Ha Kaxkgom 13 ycnoBuid,
TakK e MoKeT bbITb ycTaHOBAEH/CHAT Ans ntoboro ycnosums.

Mpumepbl:

20 < Temperature <=40

Pene cpaboTaeT, ecnu Temnepartypa byget 6osblue 20 rpaaycos, U meHblue 1nbo pasHa 40.

20 > Temperature > 40

Pene cpaboTtaeT, ecnu TemnepaTtypa ynaget HuxKe 20 rpagycos, an ctaHeT Bbile 40 rpaaycos.
Temperature < 0.0 Change =0.5 Time =0s10m

Pene cpabotaert, Ecan Temnepatypa onyctutca HuxKe O rpagycos, U Temnepatypa B TedeHnr 10 MUHYT He
nogHumeTcs sbiwe 0.5 rpagycos.

MapameTpsbl “Limit 1”7, “Limit 2” n “Change” 3agatoTca 418 BbIOpaHHbIX e4eHUL, U3MEPEHMA NapameTpa
MOAK/IIOYEHHOro AAaTYMKa, C TOYHOCTbIO A0 AECATbIX A0EN, B BbIbpaHHbIX eaeHuuax nsmepexus (C/F,
mmHg/Hectopascales, nau 8 % - a4ns nokasaTesieit BAaXKHOCTH).




IIporpaMmmel

[na Bcex KaHaN0OB NpPeAyCcMOTPEHO 46 AYeeK NaMATH, CoAepKaLuMX AaTy 1 Bpema Hadana paboTsl
nporpammbl, TUM U HOMEP NPOrPamMbl, CTaTyC (aKTUBHA/HEaKTUBHA), ANNTENbHOCTb PaboTbl NPOrpammbl.
Kaxkgan nporpamma moKeT 6biTb BbibpaHa g1a BbINOJAHEHWA B OnpeaesieHHoe Bpems, Inbo
nepuoamnyeckm, yepes/s 3afaHHble MHTEPBabl. Bpemsa BbINONHEHWNA 3a4aeTca cneayowmnm obpasom:

Apr 20 Any 14:10:00

Mporpamma byaet 3anyuweHa 20 anpena Kaxxaoro mecaua, 8 14 yacos 10 MUHYT.
Any Any Mon 14:10:00

Mporpamma byaeT 3anycKaTbCA Kaxkaplit noHeaesibHUK, B 14:10.

Any Any Any Any:10:00

Mporpamma byaet 3anyckaTbca B 100 MUHYTY KaxKabI Yac.

Any Any Any Any:Any:10

Mporpamma byaet 3anyckaTbca B 1010 CEKYHAY KaXKayto MUHYTY.

Any Any Any Any:Any:Any

Mporpamma byaeT 3anylieHa cpasy nocae nogayun NUTaHMA Ha KaHan. Ha Kakaom KaHane MoXKeT 6bITb He
H6onee oaHOM TaKoW NporpaMmbl (KOTopas 3anycKaeTcs cpasy, nocse nogayu nutanus). Ecam npucyrcreyer
6onee oaHOM, TO BCeraa byaeT BbINOHATLCA Ta, Y KOTOPOW HOMep cneagoBaHua no nopaaky (“N”) meHblue.

Any 10 Wed Any:Any:Any
Mporpamma HayHeT paboTaTtb B NepByto cekyHAy 10 uncna Kaxaoro mecsua cpeapl.

Mpocmoe npasusno: MapameTp, NOMeYEHHbI Kak Any, ABAAETCA CUTHANOM A1 CUCTEMbI O TOM, YTO AAHHbI
napameTp NPoBePATb HE HYXKHO, M BHE 3aBUCMMOCTM O €ro 3HaYeHWA, NporpaMma HayHeT cBoe
BbIMNOJIHEHWE (NPW YCNIOBUM COBMNAAEHUA APYrMX 3a4aHHbIX NapaMeTpPOB).




MomMMo BpemeHU cTapTa, 3a4aeTCa A/INTEbHOCTb BbINOJAHEHWUA NPOrPamMmmbl. FTOPU3OHT NNaHUPOBAHMA
BbINo/IHeHUA nporpamm — 400 gHeit. MnaHMpPOBaHUeE BbINONAHEHMA NPOrPaMm BEAETCA B TEpMUHAX AHEN,
4acoB, MUHYT W CeKyHA. OANTeNbHOCTb BbIMOAHEHMA NPOrPaMMbl Ha KaHane ABAAETCA BaXKHbIM
napameTpoM, T.K. MOKa BbINONHAETCA OZIHAa NPOrpamMmma, HUKaKaa Apyrasa Nnporpamma BbINOAHATLCA He
cMmorKeT. TeKyllan nporpamMmma MoXKeT NpepBaTbcA B0 ecn UCTeYeT BPems ee BbiNoAHeHUA
(anuntenbHocTb - Duration), 160 NponsonaeT OTKAKYEHME NUTAHUSA, IMOO B cUCTEME By ayT BbINOJHEHbI
n3MeHeHua (Hanpumep, UsSMeHeHne BpemeHn u/nnm AaTsl), KOTopble NOTPEBYIOT pectapTa KaHana, Ha
KoTopom paboTaeT nporpamma. ITo 03HaYaeT YTO ecn, HanpMMep, Ha KaHae OAWMH NPUCyTCTByeT
nporpamma, y KoTopow Bpems Hadyasia paboTbl onpeaeneHo Kak

Any Any Any Any:10:00

(3anyckaTtb 1010 MUHYTY KaxA0ro Yaca), ANMTeIbHOCTb BbINO/IHEHUA YCTaHOBAEHA Kak 1 4yac, 59 cekyHa, To
nporpamma 6yaeT nepesanyckaTbca Kaxkable 2 Yaca, a He Kaxabli 4yac. OcTanbHble aKTUBHbIE MPOrpPaMMbl
(ecnv oHu 6bIAK oNpeaeneHsbl), Tak e He ByayT 3anycKaTbes.

B ogMH MOMEHT BpeMEHM, MOKET BbIMOHATLCA TO/IbKO 0A4HA NMPOrpaMmma, napameTpbl KOTOPOM
(Bpemsa/neproaMUYHOCTb 3anycKa U ANUTENbHOCTL), ONpeaenatoTca noas3osatesem. Ecam gantenbHocTb
BbINOJIHEHWA NPOrPaMMbl YCTaHOB/IEHA Kak 0, TO 3TO 03HaYaeT, YTO TO/IbKO 3Ta Nporpamma byaet
BbINOJIHATLCA CPa3y NOc/ae NoAayvm NUTaHUA Ha KaHan. Ecam onpeaeneH napameTp “cpasy nocne nogaun
nuTaHua Ha kaHan” (Any Any Any Any:Any:Any), 1 yCTaHOB/IEHA 4/INTENbHOCTb BbIMNOAHEHUA 0, TO
nporpamma byaeTt eAMHCTBEHHAsA KOTOpan byAeT BbINOAHATLCA.

Ecnn yctaHoBneH napameTp “3anyckame Kaxcoyto cekyHOy” Any Any Any Any:Any:10, U AIUTENbHOCTb
nporpamMmbl COCTaBAsAET, Hanpumep 5 MUHYT 1 30 ceKyHa, TO CHayana 3aBepLUUTCA BbINOAHEHUE
nporpammbl (5 MUHYT 1 5 ceKkyHa), a 3aTem Yepes 40 cekyHA Nporpamma 3anycTuTcs CHOBa.

BpemeHHoM nHtepean Duration 3agaetca B popmate 00s00m0O0h000d

Ecnv Heo6X0AMMO YCTaHOBUTb NEpMoL BpeMeHn 1 M1HyTa, TO CTPOKa byaeT BbirnaaeTb Tak: 0slm




MeHo “Remote notifications and events”

™ Remoto notifications and events A
Enabie Multicast address Port m Password
L4 255.211 8135 2 ADLSHOIIAS

Channel 1. Announcements Channel 2. Announcements
Relays Relays
@ Togghe réfay CONtacts angd send announcements ®) Toguie refay CONICTS 3Nd SENA aNNOUNCEMEnts
Toggie refay contacts only (M0 announcements seft) Toggle refay contacts only (N0 announcements sent)
7 Send announcements only (/e43y contacts don' foggie) Send anhouncements only (relay conacts dont 1gpe}
Contacts Contacts
Send contact's stale change announcements Send contact's state change announcements
& Do not send contact's state change announcements # Do not send contact's state change announcements
Destinations Destinations
Enable Channel 1 Enable Channel 1
¥ 1 4 2
Enable Channel 2 Enable Channel 2
— 5
Enable Channel 3 Enable Channel 3
0
Enable P Address 1 Enable IP Address 1
0000 0000
Enable IF Address 2 Enable IP Address 2
000C 0000
Enabie IP Address 3 Enable IP Address 3

0000 ] 0000

Bce KoHTponnepbl obLatoTca mexay coboit ucnonbays:

1. Multicast address
2. BHyTpeHHUt npoTokon P2P

Mcnonb3osaHue Multicast address BO3MOXHO TOr4a, KOraa KOHTPO/IIepbl NOAKNOYEHb! K Kakoin-nn6o
TouKke goctyna WiFi (cm. pasgen MeHto “WiFi Networks”). BHyTpeHHWi npoTtokon (P2P) He 3aBUCUT OT

Ha/IMYMA UAN OTCYTCTBUA MOAKAIOUYEHNA K TOUKE A40CTyNa (M HannYMA/OTCYTCTBMA NOAKIOUEHUSA K CETH
UHTEpPHET).

“Multicast address” — agpec, KOTOpbI A0AKEH ObITb OANHAKOBLIM Y BCEX KOHTPO/IJIEPOB, KOTOPbIE
B3aMMOAENCTBYIOT APYr C APYromM. 3HaYeHMe no ymonyaHuio 239.255.255.211

“Port” — nopT, Ha KOTOPOM KOHTPOIEPbI MPUHUMAIOT KOMaHAbIl. TaK e A0/KeH ObiTb 04MHAKOBbIM Y BCEX
KOHTPOJ/I/IEPOB, KOTOPbIE B3aMMOAENCTBYIOT APYT C APYrom. 3HayeHume no ymondaHuto 8135.




“TTL” — napameTp yKa3bIBaloLLMIA KaK JaneKko MoryT 6biTb OTNpaBAeHbl KOMaHAbl, KOTOPbIE reHepupyeT
Kaxkgblin n3 KoHTponnepos (Time To Live). Kaxablit pas, Korga coobuieHne KOHTpoepa NpPoxXoauT Yepes
MapLLpyTU3aTop/Touky goctyna, TTL ymeHblwaeTca Ha 1. Kak TonbKo 3HadeHue TTL ctaHoBUTCA paBHbIM O,
MapLIPyTU3aTOP KOTOPLIN NOJTyYaeT Takoe coobLieHMe, NnepesasaTb (MapLLpPyTM3NPOBATb) €ro Aasiblue He
6ynet. lna BapMaHTa 4OMALLHEN CETU, ONTUMAJIbHBIM ABAAETCA 3HAUYEeHMeE 2 (3HAYEHME NO YMOIYAHMIO).
3HauyeHue TTL 16 A0OCTAaTOYHO A/1A TOro, YTOObl COObLLEHWE BblI0 OTNPABAEHO NPAKTUYECKU MO BCEMY MUPY.
O6bI4HO, NpoBaNAEP MHTEPHET, HE MapLUPYTU3MPYET BHYTPeHHUEe multicast nakeTbl 3a Npeaenbl ceTy,
nosaTomMy oTnpasuTb multicast (LMpoKoBelaTenbHoe) coobuieHMe Ha BECb MUP, BEPOATHEE BCETO He
NONTY4YMTCA.

“Enable” — paspewunTb ncnosnbsosaHne multicast coobueHumi.

“Password” 32 cumBo/IbHbIN (UMb pbl 0T 0 A0 9 U aHrAMIicKne BykBbI OT a Ao f) Tak ke gonKeH 6bITb
OZAMHAKOBbIM Y BCEX KOHTPOI/IEPOB, KOTOPbLIE B3aMMOAENCTBYIOT APYT C APYrom. Bce cooblueHuma, KoTopble
reHepupyrTCA KOHTPOAIEPOM, LWMPYIOTCA AR Nepesayn Apyrum KoHTpoanepam. Ecav naponny
KOHTPO//IEPOB, KOTOPbIE AOJIKHbI B3aMMOAENCTBOBATL APYF C APYTOM He COBMAZatoT, KOMaHaa
KOHTpO//Iepam-npuemMmHUKam byaeT npourHopnposaHa. PekomeHayeTca BBOAUTb BCe 32 CMMBOA, T.K. 3TO
yBE/IMYMBAET HALEKHOCTb aIFOPUTMA LWNPPOBAHUA.

“Channel N: Announcements”

Korgaa, cornacHo akTUBHOW ynpasasaiowei nporpaMmme, KOHTPOIEpP reHepupyeT cobbiTue
3aMKHYTb/Pa3soOMKHYTb KOHTaKTbl pefie, BO3MOYKHO HECKO/IbKO BapMaHTOB:

1. 3aMKHyTb/Pa3sOMKHYTb KOHTAKTbI pesie, U OTNPaBnUTb MHGOPMALLMOHHOE CoobLLeHME APYTUM
KoHTponnepam (Toggle relay contacts and send announcements - 3HayeHMe N0 YMOAYAHUIO)

2. 3aMKHyYTb/pPa30MKHYTb KOHTaKTbl pese, U He OTNPaBNATb MHGOPMALMOHHOE coobLLeHMe ApYrUM
kKoHTponnepam Toggle relay contacts only (no announcements sent)

3. He 3amblKaTb/pa3mbiKaTb KOHTAKTbI pene, a TO/IbKO OTNPaBUTb MHPOPMALMOHHOE coobLieHne
Apyrum KoHTposnepam Send announcements only (relay contacts don’t toggle)

B cnyyae cobbITMA M3MEHEHUA COCTOAHMA KOHTAKTOB pesie, BHE 3aBMCMMOCTM OT TOro, paboTaeT /M KaKas-
NMB0 Nporpamma Ha KOHTPOoIepax-NPUeMHUKaX, OHU 3aMKHYT/Pa30OMKHYT KOHTaKTbl CBOWX pene, ANs
COOTBETCTBYIOLLENO KaHasa. Ecin Ha KOHTpoinepax-npuemMmHUKax B aHHbI MOMEHT BPEMEHU aKTUBHA
Kakas-nmbo nporpamma, To cpasy nocse o6paboTku yaaneHHoM KomaHabl (CoobeHnn) oT KOHTpoiepa-
OTNpaBuTeNs, NPOrpaMmma MOXKET BHOBb 3aMKHYTb/Pa3sOMKHYTb KOHTaKTbl pene. Ecan akTueHaa nporpamma
OTCYTCTBYET, TO KOHTPO//IEPbI-NPUEMHMNKM 3aMKHYT/Pa30MKHYT KOHTaKTbl pesie, U ByayT HaxoAWUTbCA B STOM
COCTOAAHUM A0 NOAYYEHUA CeaytoLei KOMaHAbl, MM60 A0 N3MeHeHUA KOHOUTYpaLMmK Nporpamm/cucTemsl.

“Destinations” — Homepa KaHanos/IP agpeca, Ha KOTOpble HEO6X0AMMO OTNPaBAATL MHGOPMALIMIO O
cobbITUAX Ha JIOKAZIbHOM KOHTpO//IEpe.

Mcnonb3ayeTca norvka, cxoxas ¢ normkoit MQQT cepBepoBs, A40MNYCTUMblE 3HAYEHUA ANA KaHanoBs oT 1 Ao
255 BK/IOYMTE/IbHO. DTO 03HAYAET, YTO BO BCEX CBA3AHHbIX CUCTEMAX, MOXKET 6bITb 06bABAEHO A0 255
cobbITUIM, KOTopble byayT 06pabaTbiBaTbCA KaxKAbIM KOHTPOIIEPOM UHANBUAYAbHO, MW KaK YacTb
rpynnol.




MapameTpbl HACTPAMBAKOTCA HE3aBUCUMO AR KaXKA0ro U3 KaHanos. CoobuieHMa MoryT BbiTb OTNPaBAEHbI
KaK ncnonb3ysa multicast agpec, Tak 1 P2P. 117 KaxKA0ro M3 KaHanoB, MOXKHO 06bABUTb A0 3 HE3aBUCUMbIX
HOMepOB cobbITUI, HDOPMALMS O KOTOPbIX ByAeT paccblNaTbCa APYrMM KOHTPOIEPAM, BXOAALLUM B

rpynny.

Momumo multicast u P2P, BO3MOXKHO 0TNpaBuTb MHGOpMaLMio 0 cobbiTum Ha 3 IP agpeca. MNepen atum
enatenbHo y6eanTbcA B TOM, YTO MMEHHO Ha BbIOPaHHbIX aApecax, HaxoAAaTcA aHaN0rMYHble
KOHTpoAnnepbl. UHGOpMaLMOHHbIe coobuieHua cneunduyeckme (M 3aMdpoBaHHbIE), M ECIM HA YKA3aHHOM
IP agpece HaxoauTcaA, Hanpumep 06bIYHbIA KOMMNBIOTEP UK HOYTOYK, TO coobLieHne obpaboTaHo He byaer.

[Ona Toro, 4tobbl cCo0bLLEHME BbI0 NOYYEHO KOHTPO/I/IEPOM-NIPUEMHNUKOM, HE0bX0AMMO YTOObI
KOHTPONNEP-OTNPABUTESNb, U KOHTPOANEP NPUEMHUK MMenn nnbo “6enbie” IP agpeca, nMbo Haxogunuch B
OZHOW NnoAaceTu, IMH0 A0NKHa 6bITb HACTPOEHA MapLLPYTU3aLMA MeXay noaceTamu. MapwpyTusauus He
MOXKeT bbITb HAaCTPOEHa Ha cCaMUX KOHTpoiepax. Bo3mMoXKHO Tak e ncnosnb3osatb VPN, nnbo nobyto
APYTYH0 CXOXKYto TexHonormo. Homepa cobbituii (1 - 255) ByayT UCnoib30BaHbI Te XKe, YTO U 1A OTNPaBKU
cpeacTeamm multicast nnm P2P:

Enable Channel 1
3
Enable Channel 2
] o
Enable Channel 3
] 0

Pexknum nepecbinikn Ha IP agpeca byaet paboTaTh B c/iyyae, Korga KOHTPOIEP NOAK/OYEH B KayecTBe
KAneHTa K Touke goctyna WiFi, KoTopaa oTBe4aeT 3a MapLpyTU3aLmMio nakeToB mexay IP agpecamu.

Channel 1. Commands Channel 2: Commands
Accept anncuncements from Accept announcements from

Enable Channel 1 Enabile Channel 1

w

Enable Channel 2 Enabie Channel 2

Enable Channet 3 Enable Channel 3

1
Enable cross channel communication [/ Enabie processing of remote mandatory command L/

“Channel N: Commands”

B 3TOW CeKkuMM HacTpamBaeTca Kakme HoMepa KaHanoB A0/1XHbl 06pabaTbiBaTbca KOHTpOAepoM. [0 3x
MHDOPMaUMOHHbIX cOBbITMI (1 - 255) AnA Kaxporo M3 dusmMyeckmx KaHanos (1 u 2).




[ onNoAHUTENBHO, NPUCYTCTBYET BO3MOMKHOCTb NepeaaBaTb KOMaHbl He TONbKO YAafeHHbIM
KOHTPOJI/IEPaM, HO M BTOPOMY KaHa/ly Ha STOM-Ke JIoOKa/lbHOM KoHTposiepe (Yekbokc “Enable cross
channel communication”). Ecin 4ekboKc oTMeYeH, 1 ApYroin KaHan MMeeT Te-}Ke aKTUBHbIe HoMepa
cobbITUIA, KOTOpble 06bABAEHDI C pasgene “Announcements”, To NOMUMO APYTMX KOHTPONEPOB-
noJsiyyatenem, Apyroi KaHaa Ha IOKaIbHOM KOHTPOJIepe NoJIy4mT, U CMOXKET 06paboTaTb KOmaHAy,
OTNpPaBAEHHYIO APYIMM KaHanom (1 nnu 2). Bo3MOXKHO Aarke HaCTPOWUTb KOHTPOIep Tak, YTobbl
M3MEHEeHWe COCTOAHUA Ha KaHase 1, Bbi3biBano cpabaTbiBaHWe pesie Ha KaHasne 2, U HaoboporT.

YekboKc "Enable processing of remote mandatory command" paspelaeT (Korga nomeyeH), nam
3anpelaeT 06paboTKy COOLITUI OT APYrMX KOHTPOANEPOB “BbikAtounTb BCe”.

B o4HOM NogceTM MOryT NPUCYTCTBOBATL HECKOILKO FPYNM KOHTPO/IJIEPOB, OT/IMYAIOLLMXCA NApPOaEM,
aapecom multicast, noptom, 1Mb6o Bcemun nepeymcaeHHbIMK NapameTpammn ogHoBPeEMeEHHO. MelaTb Apyr
APYry oHu He 6yayT, 6yayT paboTaTb pa3aenbHoO, HE3aBUCMMO APYr OT Apyra.

MOXHO yCcTaHaBAMBaTb OAMHAKOBbINM KaHasbl (1-255) Kak Ha npuem, Tak U Ha nepegady UHGOPMaLMNOHHbIX
Co0bLLEeHNi1, B npeaenax o4HOro KOHTPoJ/iepa 1 KaHana/KaHanos.

OtnpasKy/npuem MHPOPMAaLIMOHHBIX COOBLLLEHNI O COBLITUAX, MOMKHO BbICTPO OTK/HOUYUTD U3 BKAAAKM
Cpasy noc/sie NepBoro 3axoAa B MeHo (Bkaaaka Information).

Accapt broadcasts Sand broadcasts

ONA KaxKaoro ns KaHanos (1 nau 2) pasgenbHo. MapameTpbl He 6y0ym coxpaHeHbl B MaMATU KOHTPOANEPA,
1 nocne nepesarpyskn UaM nponagaHuio/noaBAeHNIo NMTaHUA, NapameTpbl CHOBa By AyT yCTaHOBAEHbI B UX
nepsoHayasbHble 3HaueHna (ON ON). OTkatoueHne npuema/oTnpaBKM He NOB/IUAET Ha NepPecbIKy
(“Forward”) coobuieHuii mexay KOHTpoepamu.




MeH1o “Peer to peer configuration”

2% Peer to peer configuration

Enable packets from unksied hosts

N BSSID (AP MAC)

1 b6 e6 017 0a b

X}
&

B 0000 00.00 00 O

12 0000000000 0

13 00000000000

¥  Enable forward to 1P @

AP name APch AP level

P 7232CC8B3 1

75

AP mode

802.1v1n

unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknoan

Unknoan

Unknown

M.

P2P only Forward Enabled

~ .

Kaxkablii pas, Koraa KOHTPOJI/IEP-0TNPaBUTENb OTNPABAAET COObLEHME O COObITUN KOHTPOJI/IEPaM-

nosiy4atensim, B MHGOPMaLMOHHOM MaKeTe TaK XKe nepeaaeTcsa paclumpeHHas nHpopmauma ob ycTponcraee

oTnpasutene. MHpopmauma Bratovaet B ceba BSSID (MAC aapec TOUKM AOCTyNa), UMS YCTPOCTBa.

& WiFi Access Point configuration

Access Point hostname

Password

IP Address

I ESP_E940192A I

admin123

192.168.6.1

Cpasy nocne nogayum NMTaHUA Ha KOHTPOIER, OH aHOHCUPYET MHpopmaumto o cebe aApyrum

KOHTpO/ANEpam, NpPU yCNoBUM coBnageHus multicast agpeca, nopTa, M Napons. Yepes HECKONIbKO MUHYT

noc/e cTapTa, BCe KOHTPOANEepPbI rpynnbl 6yayT MMeTb MHGOPMaLMIO APYT O APYre, U COXPaHAT ee.

TexHonorus byaeT paboTaTb TO/ILKO B TOM C/ly4ae, eC/iM KOHTPOoAepbl NogKatoueHbl K WiFi Touke goctyna.

Ecan KOHTpONEPDbI, U OANH U3 KOHTPO/11EPOB HE NOAK/TKOYEHDI K TOYKE A0CTyna, TO VIHd)OpMaLI,VI}O o

APYrMX KOHTPOA/Epax rpynnbl HY>KHO ByAeT BHOCUTb BPy4YHYH0. KasKablil U3 KOHTPOAEPOB, NpKU cCTapTe

OCTaB/1AeT 3anNnCb B CUICTEMHOM XYypHane:




INFO Channel 1 relay switched to ON, entry 1, function: 8, schedule: XX-Xxx Xxx XX XXX

INFO Loaded 1 BSSID entries
INFO IP: 192.168.6.1, netmask: 255.255.255.0, channel: 1, mode: 802.11n, hidden: No
INFO Access Point ESP_7232CCB3 started, MAC: B6:E6:2D:17.DAB3

KpacHbiM BblAaeneHo (KaK B XypHane cobbitmii) BSSID (MAC agpec) KOHTpoaaepa, KOTOpbIi HyXKHO byaeT
BpYy4YHyto Ao6aBuTb B Tabanuy Peer to peer configuration ans Ka)Kaoro ns KOHTPOANEPOB, KOTOPble
AO/IKHbl 06MeHMBaTbCA MHGOPMALMOHHbIMU COOBLLEHUAMK APYT C APYrOM.

L] BESsID (AF MAC)
1 I Geoft7Feo0-Onrza I
> OO CW O O O W0

Momumo BSSID, moxHO f06aBUTb UMSA ycTpoicTBa. JonycTMmble CUMBOJIbI — aHFIMNCKUE BYKBbI, LndpbI,

“n ll)ll ll(ll “un o u

cumsonbl “.7, “)7, A7, 4", 1+, 7. MakeumanbHaa gavHa — 31 cumBon

AP name

ESP_E940192A

Mons “AP ch”, “AP level” n “AP mode”, nHbopmaumnoHHble (HepeaakTUpyemsbie), 1 oTobpaskatoT
MHPOpPMaLMIO O APYIMX KOHTPOAAEpaXx, B3aTyto U3 pasgena MeHto “WiFi Access Point configuration”.

Yekbokc “P2P only”, ecnn oH nomeyeH, AaeT KOMaHAy KOHTPOIEPY O TOM, YTO NPUHMMATb COOBLLEHNs O
cobbITUAX cneayeT TOIbKO UCNOoNb3ys TexHonormo P2P (multicast coobuieHma obpabaTtbiBaTbea He byayT).

Yekbokc “Enabled”, ecnu oH He oTmeYeH, AaeT KOMaHAY KOHTPOJIIEPY O TOM, YTO COObLLEHMA O COObITMAX
OT JAaHHOTO KOHKPETHOro KOHTpOoepa rpynnbl 0bpabaTbiBaThca He ByayT, BHE 3aBUCMMOCTHM OT TOFO,
npuwan oHm vyepes P2P nan multicast.

Yekbokc “Forward”, ecnn oH oTmeuyeH, UHGOPMUPYET KOHTPONEP O TOM, YTO COOBLLLEHNA OT APYrKX
KOHTPO/INepOB, Npuweawme Yyepes P2P uam multicast, L0KHbI NepeHanpaBaATbea (NepecbinaTbes) STomy
KOHTpoinepy. CoobLeHMA OT KOHTPO/Iepa TaK XKe byayT nepecbinaTbCa APYrMM yYacTHUKaAM Tpynnbl
(TonibKO Mcnonb3ya P2P, He multicast). TexHon0rmMa NO3BOASET Pa3IUUYHbIM YCTPOUCTBaM 0b6MeHMBaTbCA

COOBLLEHNAMM O COBBITUAX, AaXKe eC/I OHU HEe HaxogATCcA B Npeaenax NpaMon BUAMMOCTH ApYr OT Apyra.
[ns aToro, Heobxoanmo BKAUYMTL “Forward” Ha obeux (Mnu rpynne, ecam nepecblsika 6yaeT BbINOAHATLCA
yepes HeCKOJIbKO YCTPOMCTB) KOHTPOIEPAX, KOTOPbIe AO/IKHbI NEPECbIIaTh APYr-4pyry coobLeHus.
MaKcrMmanbHan rybuHa nepecbliki — 3 KOHTPOJIIEPa, KOTopble ByayT nepecbliate MHGOPMALMOHHOE
coobuieHne. MoKHO yCTaHOBUTb U pexknm multicast, u P2P Forward ans KoHTponnepos, 4y6aMposatbea
coobuieHuns He byayT. MOXHO TaK e HacTPOUTb NePechINIKY COOBLLEHMI O COBLITUAX OT HECKOJ/IbKUX
KOHTPO/INEPOB K 0AHOMY, COOBLLEHUA TaK Ke He byayT Ay6aMpoBaThCA.




Bcero B oiHO rpynne moKeT 6biTb A0 75 KOHTPOAEpOoB. B cnyyae ecnn KOHTpoAnepos B rpynne 6onee 10,
UMEET CMbIC/T He cmasumb dnarn Ha Bcex KoHTponnepax “Forward” “Bce Ha Bcex”. Ha KOpPpeKTHOCTb
paboTbl KOHTPONIEPOB 3TO HE MNOBAUAET, HO MOXET BbI3BATb 3a4€PKKY NpU 06paboTke MHGOPMALMOHHbIX
COO0BLLEHNIN O CODBLITUAX KaXKAbIM U3 KOHTPO/IEPOB.

N3meHeHMe nmeHn (Ha3BaHMA) yCTpoicTBa B Tabanue “Peer to peer configuration”, Ha 1oKasbHOM
KOHTPOA/IEPE, HUKAK He NOBAUAET HA UMSA YCTPOMCTBA KOHTPOIEPa, NAaPaMeTPbl IOTMKKN PaboTbl ¢
KOTOPbIM NponucbiBatoTca B Tabanue. Ecam Heo6Xo4MMO U3MEHUTB UMSA, TO €ro HY*KHO MEHATb KaK Ha
JIOKaNbHOM KOHTPOJI/EPE, TaK U B Tabaunue KoHOUrypaLmm Bcex KOHTPOAAEPOB rpynnbl. Ums B Tabaunue
“Peer to peer configuration” Ha KoppeKTHOCTb paboTbl He BauAeT (MHPOpPMaLUUOHHOE, A5 NONb30BaTeNsA
cUCTeMbl).

JdononHuTtenbHo npucytcTeyeT Yekboke “Enable packets from unlisted hosts” (oTmeueH no ymonuyanutio).
3TOT NapameTp No3BOIAET KOHTPOIEPY NPUHUMATb KOMaHAbl OT APYrMX KOHTPOA/IePOB, NPU YCI0BUN
COBMaAeHWA Naposis, HO eLLe A0 MOMEHTA, KOr4a KOHTPoAiepbl 06MeHsATCA MHpopMmaLmen mexay cobol
(nosBaTtca B Tabnumue “Peer to peer configuration” apyry apyra).

Yekbokc “Enable forward to IP” nHbopmMMpPyeT KOHTPOIEP O TOM, YTO €C/IN Ha KOHTPOIepe-oTnpaBuTesie
ycTtaHoBneH ¢nar “Forward”, To coobuieHma o cobbITUAX OT 3TOro KOHTpo/i/iepa byayT pasociaHbl He
TonbKo P2P agpecatam (KOHTponnepam-npuemHmMKam), Ho 1 Ha IP agpeca, ykasaHHble B “Channel N:
Announcements”

Enable I Andreas Enabie " Address 1
Enabie I* Agaress 2 Enabile * Acdress 3

Enabile ™ Agdress 3 Enabie ™ Agdiwss 2

[Ons Kaxaoro ns KaHanos (1 nam 2), HacTpolikn pasaenbHble. Mo yMoAYaHUIo YeKBOKC He OTMEYEH.
OTkntoueHune WiFi mawwpyTmsaTopa, K KOTOPOMY MOAKAOUYEHbI KOHTPON/IEPbI B KAYeCTBe KANEHTOB (ecau
NOAKNIOYEHbI), HUKaK He MOBAMAET Ha paboTy KOHTPOINEPOB, NPWU YCNOBUM YTO KaXKAbli1 U3 KOHTPOAEPOB
rpynnbl UMEEeT BO3MOXKHOCTb 06LLATLCA C APYTMMU KOHTPOIepamm, IMbo Hanpamyto, nMbo yepes
nepecbinky (“Forward”). Ecnv KoHTponnepbl (BSSID) 3aBeaeHbl B Tabanuax gpyry apyra, To ceTb
KOHTpOA/EpPOB byaeT paboTaTb 40 MOMeEHTa NponagaHua nutanua. Mpwu otkatodeHmun WiFi
MapLPYTU3aTOPa, K KOTOPOMY NOAKIOYEHbI KOHTPOIEPDLI B KAYECTBE KNIMEHTOB NPUBEAET K TOMY, UTO
nepecTtaHet paboTtaTb Nnepecbisika Ha IP agpeca, U cMHXpoHM3auma Bpemenmn ¢ NTP cepeepamu. YnpaBaaTb
Ka*KAbIM M3 KOHTPO/IEPOB MOXKHO ByaeT Yepes BCTPOEHHbIE TOYKKU A0CTYyNa.




Menio “History”

NMomunmo 3aaau ynpaBneHnA, KOHTPOANEP TaK e HaKaninBaeT C06paHHbIe NMOKa3aTe/IM TeEMnNepaTypbl,
BN1AaXXHOCTU U AaBNEHUA, N XPAHUT UX B TEHEHUUN OQHOTO MecAla.

Temperature graph
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KHonka “Reload” no3BosineT NnOBTOPHO 3arpy3snTb UCTOPULIO MNOKa3aHMN BbIBPAaHHOTO NapameTpa, KHOMKa
“Clear History” ynanset Bclo npeablayLLyto UCTOPUIO 110 8CEM NMOKa3aHMAM AAaTYMKOB. MIcTopMA NoKasaHui
byaeT TaK e yaaneHa, eCNu K KOHTpoanepy byayT NoAKAoYeHbl AaTYNKKU, OTIMYAKOLLMECA NO
BO3BpallaeMbiM NapameTpam.

Mpumep: Ecam 6bin NOAKNOYEH AaTYMK, BO3BPALLAIOLWMI NOKa3aTe M TeMnepaTypbl U AaBAEHUA, a 3aTem
NOAKNIOYEH HOBbIN AaTUMK, BO3BPALLAIOLLMI TeMNepaTypy U BNAXKHOCTb, UCTOPUA NOKa3aHui byaeT
yZianeHa aBTOMaTUYECKM, NPU BKIKOYEHUM KOHTpOAEpa.

Bce ycnoBua, oTHOCALWMECA K NPOBEPKAM HEMOAAEPKMBAEMOrO AaHHbIM AATYMKOM MapameTpa, byayT
rnomeyeHbl KK HeaKTMBHble. [lonosHuTebHO, By AyT NOMeYeHbl Kak HeaKTMBHbIe (C coxpaHeHnem Bcex
paHee 3aBeAeHHbIX NapaMeTPOoB) BCE 3/1eMEHTbI pacnucaHua.




Q&A (Bonpochl 41 OTBETbI)

1. Yvo b6ynet ecnm ogHoBpemeHHO 10 unu 6onee nonb3osBaTene HayHYT aKTUBHO MCNOb30BaTL http
nHTEepdeiic KOHTPOAepa ANA NPocMmoTpa/KoHdUrypuposaHua/ 3anpoca napamerpos ?

Huuero xopouero, nnoxoro, B 06wem Toxe. KOHTpoaiep NPoLoKUT PpaboTy, COrNacHO 3a4aHHbIM
nporpammam, B WEB nHtepdeice y nonb3oBatesien HauHyT NOSBAATLCA OLWMOKM M 3a4EPKKN
CBA3aHHbIE C TEM, YTO BCTPOeHHbIN WEB cepBep He cMoXKeT ogHOoBpeMeHHO obpaboTaTh Bce
3anpocsl.

2. BO3MOHO M UCNONBb30BaHME KOHTPOAEPA ANA TOro, YTOObI B C/ly4ae nageHuma
TemnepaTypbl/BNAXKHOCTU/AaBNEHNA BKAOYATb OAHO U3 pPene, a B C/lyYyae NpeBblleHns NoKasaHui
apyroe ?

[a, MOXHO, A1A 3TOr0 HYXXHO ONpeaennTb 2 HE3aBMUCMMble NPOTrPaMMbl A1A KaXKA0ro 13 pene.

3. MoryT am Bce 3 yc10BMA NPOBEPKU OTHOCUTBCA TO/IbKO K OAHOMY MapameTpy, Hanpumep K
Temneparype ?

Ja, moryT. UcTopuyeckme nokasaHUsa NOAKAOYEHHbIX CEHCOPOB ByAyT HaKanMBaTbCA, HO NPWU
NPUHATUN PELIEHNA O BKAOYEHUW/BbIKAOYEHUN pene, byayT y4acTBOBAThb TO/IbKO Te NapameTpbl 1
YC/IOBUA, KOTOPbIE OonpeaesieHbl Nob30BaTeNIEM.

4. ToKa3aHus TemnepaTypbl He3HaunTenbHO (0Koa0 0.2C) MEHAIOTCA Ha KOPOTKUIA NPOMEIKYTOK
BpemeHu (~20 cekyHa). M3 3a yero aTo npoucxoamt ?
HeKoTopble ceEHCOpbl MMEIOT BCTPOEHHbIE HAarpeBaTenun, NpegHas3Ha4YeHHble gas Toro, Ytobbl
ncnapuaaco Bfara, KOTOpPas NosiBAAETCA HA NOBEPXHOCTU CEHCOPOB. HarpesaTtenn BKAKOYALOTCA Ha
20 ceKyHA, Kaxable 8 4acos.

5. Yrto Bypet ecnv NOKNIOUUTL OAHOBPEMEHHO HECKOJIbKO i2C CEHCOPOB K cUcTeMeE ?
CKopee Bcero He 3apaboTaeT HM OAMH. 3aBMCUT OT TUMNa ceHcopa. He pekomeHayeTcs.

6. YTo BypeT ecnn cnydaliHO NOAKAOYMTL NMUTAHUE YCTPOMCTBA K TEPMUHANAM, K KOTOPbIM
noasKkAoYaoTcsa ceHcopsl (A, B, Cuaun D) ?
YCTpOMCTBO CropuT U, ¢ 60bLLIOIK A0el BEPOATHOCTU, CpaboTaeT aBTOMAT 3aLUmThbl,
YCTaHOBAEHHbI Ha nHKMK 90-220V/AC.

7. Yto BygmeT ecnm NOAKAOYMTL HECKOIBKO DHTXXX ceHcopos ?
He 3apaboTaeTt HM ogMH.

8. Yto 6yaeT, ecnm nogknounTb 4 nnm 6onee DS18xxx ceHcopos u/mam DHTxxx ceHcop ?

B nepsyto ouepeab 6yayT noakaodeHbl DS18xxx ceHcopbl (He bonee 3x), NoKasaHUA APYrux
NOAKAOYEHHbIX CEHCOPOB He ByayT 0TOOpPaXKaTbCA B UCTOPMM MNOKA3aHUMN, M He ByayT y4acTBOBaTb
B MPUHATUM PELLEHMA O BKIOYEHNN/ BbIKIOYEHUM pene.

9. TMouyemy nHoraa HabntoAAOTCA HE3HAUYMUTENbHbIE 3a4EPKKN MeXAY NePeKNOYEHMEM PEXUMOB
yepe3 WEB nHTepodeiic, n peakumeli cuctemsl (“nogropmaxkmnsaer”’) ?

B nepsyto ouepesb 06pabaTtbiBatoTCA COOLITUSA, CBA3AHHbIE C CEHCOPAMM, U TONIbKO NOTOM
ocyuwiectBaseTca obpabotka WEB 3anpocos.

10. HyxHo nu rae-nnbo oTmedaTb Kakne CEHCOPbI NOAKNOYEHbI ?

HeT, He HY)XHO, NPV NPaBUIbHOM MOAKAKOYEHMIN, BCE CEHCOPbI ByayT HallAeHbl M MOAKNOYEHbI
ABTOMATUYECKM.




Yc10BUS U rapaHTUIHbIE 06513aTe/IbCTBA

1. TapaHTWHBIN CPOK cocTaBaseT 2 (4Ba) roga co AHA NPOAAXKM.

2. TMpousBoauTeNb TrapaHTUPyeT OTCyTcTBME AedeKTOB M HEWCMNPaBHOCTEM KOHTpoO/iepa M  HeceT
OTBETCTBEHHOCTb NO rapaHTUIMHbIM 06A3aTeNbCTBAM B COOTBETCTBMM C 3aKOHOAATE/IbCTBOM YKPaAUHBI.

3. B TeyeHWe rapaHTUiiHOTO cpoKa [pousBoauTenb 06s3yeTca HecnnaTHO ycTpaHUTb AedeKTbl nyTem
PEMOHTA MM 3aMeHbl Ha aHaNOrMM4YyHOe MPU YCIOBUM, YTO AedeKT BO3HUK no BUHe [pomssoauTens.
MpeaocTaBasemas 3ameHa, MOMKET OblTb Kak HOBbIM, TaK M BOCCTAHOBNEHHbIM, HO B Jl0bom caydyae
Mpon3BoanTENb FaPaHTUPYET, YTO Er0 XapPaKTEPUCTUKM ByAyT HE Xy¥Ke, YeM Y 3aMEHAEMOrO YCTPOMCTBA.

4. BbinonHeHwe [pousBoanTENEM TFapPaHTUMHbLIX 0053aTeNbCTB MO PEMOHTY BbllWleAlWero U3 CTpos
KOHTPO/1/Iepa BAeYET 33 COOOI yBeANYEHME FAPAHTUIAHOIO CPOKA Ha BPEMA PEMOHTA KOHTpOA/Iepa.

5. TapaHTUMHbIA PEMOHT OCYLLEeCTBAAETCA Ha TepputopuM oduuManbHoro aunepa. JocTaBka
HEeMCMNPaBHOro KOHTpOA/Jepa K MeCTy AMAarHOCTUKM U PEeMOHTA OCYLLeCTBAAETCA CUAamMK 3a cyeT
noKkynartens.

6. Hu npu Kakux obcToATenbcTBax [lpousBoauTenb U npeactaButenb [lpousBoauTens He HeceT
OTBETCTBEHHOCTM 3a tobble yObITKM, BKAOYAs MoTepto nNpubblanM WM Apyrve  Ciay4YaiHble,
nocnenoBaTtesibHble UAM KOCBEHHble YObITKM, BO3HMKLUME BCAEACTBUME HEKOPPEKTHbIX AENCTBUIA MO
MOHTa¥Xy, CONPOBOMAEHMIO, IKCMAyaTauMn NMbO CBA3AHHbLIX C NMPOU3BOAUTENIbHOCTBIO, BbIXOAOM M3
CTPOA NN BPEMEHHOM HEPAabOTOCNOCOBHOCTLIO KOHTPOAIEPA.

7. TMpousBoauTenb He HeceT OTBETCTBEHHOCTU B C/lyyae, eC/IM TECTUPOBAHME MOKa3aso, YTO 3aABAEHHbIN
nedeKkt otcyTcTByeT, AMBO OH BO3HMK BC/AEACTBME HAPYLWEHWS NPaBUA MOHTaXKa WAM YCNOBWM
3Kcn/lyaTaumuu, a TaKke Nbbix AeNCTBUM, CBA3AHHbLIX C MOMbITKAMM A06UTbCA OT YCTPOMCTBA
BbINONHEHWUA GYHKLUNI, He 3aaBNeHHbIX MponssoantTenem.

8. YcnoBuA rapaHTMM He MpeaycMaTpuBaloT MNPOPUNAKTMKY KOHTpoAsepa CuMAamuM M 33 cyeT
Mpounssogutena.

9. TlpounsBoauTenb He HECET OTBETCTBEHHOCTU 3a AedeKTbl U HEMCNPABHOCTM KOHTPOIEPA, BO3HUKLLME B
pesynbrare:

e HecobnogeHUA NpaBwW TPAHCMOPTUPOBKM, XPaHEHWA, 3KChayaTauMu WAM B C/ydae HemnpasBW/bHOM
YCTaHOBKMY;

® HenpasBWAbHbIX [AENCTBUIA, WCMONAb30BAHMUA KOHTPO/AEpa He M0 Ha3HayeHuto, HecobnwoaeHus
MHCTpyKummn

®  MEeXaHWYeCKUX BO3LEWUCTBUI, [eNcTBUA 0OCTOATENbCTB HEMPEOAO/IMMOWN CUAbl (TaKMX KaK noxap,
HaBOAHEHMWE, 3eMNETPSACEHME U AP.) AU BAUAHUA CYYaiHbIX BHELWHMX GAKTOPOB (1 np.);

e  HOPOCKOB HaMPAMKEHUA B 3N1IEKTPUYECKON CEeTU;

® HeucnpasBHOCTEM, BbI3BAHHbIX PEMOHTOM WAM  MogubUKauMel  KOHTpoAiepa /uUuLamu, He
YNO/IHOMOYEHHbIMU Ha 3TO [pounssoguTenem;

® MOBpPEeXAEeHWI, BbI3BaHHbIX NOMNaZaHMEM Ha MOBEPXHOCTb NeyaTHOM MNaaTbl MOCTOPOHHUX MPesMeToB,
BELLEeCTB, KMAKOCTEeM, HACEKOMbIX U T.A4.;

e BHewHUX [edeKToB (ABHble MEeXaHWYEeCKMe TOBPEXAEHWUA, TPEWMHbl, CKOAbl MNeyaTHOW nAaaThl,
C/IOMaHHble KOHTaKTbl pa3beMoB).




[IpunoxeHnue 1 (3anpoc napamMmeTpoB)

KoHTponnep moxeTt nepenasaTb COCTOAHWE CEHCOPOB MO 3aMpPoCy BHELHUM CUCTEMAM.

http://<ip addr>/stat

MoppepKmBatoTca Kak 3anpockl Tuna GET, Tak u 3anpockl Tuna POST. MapameTpsbl:
login=<login_name>

password=<password>

Mpumep (GET 3anpoc):

http://192.168.7.112/stat?login=admin&password=21232f297a57a5a743894a0e4a801fc3

B pesynbTate 3ampoca, Npu YyCl0BMM COBMafeHUa nornHa v napons (admin/admin B npumepe Bbliwe),
KOHTpOA/1ep NpesoCcTaBuUT oTBeT B Buae XML:

<?xml version="1.0" encoding="UTF-8"?>
<channel>

<descr>Universal 3 sensors/2 channels thermostat</descr>
<timestamp>10-2-2018 20:9:48</timestamp>
<name>ESP_8DF5452</name>
<sensorl>

<name>Temperature</name>
<value>26.63</value>
<units>Celsius</units>

</sensorl>

<sensor2>

<name>Humidity</name>
<value>39.63</value>
<units>Percents</units>

</sensor2>

<sensor3>

<name/>

<value/>

<units/>

</sensor3>

</channel>

B cucteme moxkeT BbITb onpeseneHo HECKONbKO IOTMHOB 414 poboToB. [leTanbHee cM. pasgen MeHio
“User’s accounts”. Maponb npegocrasaseTca B Buae MD5 hash.



http://192.168.7.112/stat?login=admin&password=21232f297a57a5a743894a0e4a801fc3

[Ipuioxxenue 2 (XapaKTepUCTUKHU JaTYMKOB)

DS18xxx

MpounssoauTens Maxim Integrated

JnanasoH namepaembix Temnepatyp: -55 +125C

TouHocTb: 0.5C B npegenax namepexma -10 +85 C

Ccbl/Ka Ha AoKymeHTaumio: https://datasheets.maximintegrated.com/en/ds/DS18B20.pdf

DHTxxx/AMxxx (DHT22)

[Onana3oH namepaembix Temnepatyp: -40 +80 C

TouHocTb: 0.5C B npeaenax namepexna -40 +80 C

[unanasoH nsmepsaemont BnaxkHoctu: 0 - 100%

ToyHocTb: 2 - 5%

Ccblka Ha AoKyMeHTaumio: https://www.mouser.com/ds/2/737/dht-932870.pdf

BMP180

MpoussoauTens Bosch Sensortec

[vanasoH namepaemoix Temnepatyp: -40 +85 C

TouHocTb: 0.1C B npegenax nameperHuna 0 +65 C

[dvanasoH namepsiemoro aasnexma: 300 — 1100 hPa

ToyHocTb: 1 hPa

CcblnKa Ha gokymeHTauuio: http://www.santy.cz/data/items/179 44.pdf

BMP280

MNMpounssoauTens Bosch Sensortec

JnanasoH namepaembix Temnepatyp: -40 +85 C

TouHocTb: 0.01C B npeaenax namepexms -40 +85 C

[vanasoH namepsiemoro aasnexua: 300 — 1100 hPa

ToyHocTb: 0.16 hPa

Ccblika Ha goKymeHTauuio: https://cdn-shop.adafruit.com/datasheets/BST-BMP280-DS001-11.pdf

BME280

Mpounssoautens Bosch Sensortec

JnanasoH namepaembix Temnepatyp: -40 +85 C

TouHocTb: 0.01C B Nnpegenax namepeHua -40 +85 C

[dunanasoH nsmepsiemoro aasneHua: 300 — 1100 hPa

ToyHocTb: 0.16 hPa

[wnana3oH namepsaemoint BnaxkHoctu: 0 - 100%

ToyHocTb: 1-2%

CcblnKa Ha AOKYMEHTALMIO:

https://ae-bst.resource.bosch.com/media/ tech/media/datasheets/BST-BME280 DS002-13.pdf

Si7020

Mpowussoautens Silicon Labs

JnanasoH nsmepaembix Temnepatyp: -40 +125 C

TouHocTb: 0.4C B npegenax namepexHna -10 +85 C

[dunana3oH namepsaemoint BnaxkHoctu: 0 - 100%

ToyHocTb: 1-4%

CcbinKa Ha gokymeHTauuio: https://www.silabs.com/documents/public/data-sheets/Si7020-A20.pdf



https://datasheets.maximintegrated.com/en/ds/DS18B20.pdf
https://www.mouser.com/ds/2/737/dht-932870.pdf
http://www.santy.cz/data/items/179_44.pdf
https://cdn-shop.adafruit.com/datasheets/BST-BMP280-DS001-11.pdf
https://ae-bst.resource.bosch.com/media/_tech/media/datasheets/BST-BME280_DS002-13.pdf
https://www.silabs.com/documents/public/data-sheets/Si7020-A20.pdf

HTU21D

Mpoussoautens Measurement Specialties, Inc

[OvanasoH namepaemolx TemnepaTyp: -40 +125 C

TouHocTb: 0.1C B npegenax namepexna -40 +125 C

[unanasoH nsmepsaemont BnaxkHoctu: 0 - 100%

ToyHocTb: 1-2%

CcbliKa Ha AoKymeHTaumio: https://eu.mouser.com/datasheet/2/418/NG DS HPC199 6 A1-1128627.pdf

HDC1080

Mpoussogutens Texas Instruments

[Jnana3oH namepaembix Temnepatyp: -40 +125 C

TouHocTb: 0.2C B npegenax nsmepenus -40 +125 C

[OuanasoH namepsemoit snaxkHoctu: 0 - 100%

ToyHoCTb: 1-2%

CcblKa Ha AoKymeHTaumio: http://www.ti.com/lit/ds/symlink/hdc1080.pdf



https://eu.mouser.com/datasheet/2/418/NG_DS_HPC199_6_A1-1128627.pdf
http://www.ti.com/lit/ds/symlink/hdc1080.pdf

[Ipunoxxkenue 3 (cxeMbl BKJIIOYEHUS )

|2C sensor connection

MuTaHWe ycTpoicTBa
90-240V, 50-60Hz

Black
wire
(-3.3v)

wire
SCL

12C senso([s]

Red
wire
(+3.3v)




Other sensors connection

TepmuHan
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(BOTTOM VIEW)
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